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Apr 13, 2023

Citrix Analytics for Performance & Splunk Observability 75w k7 #—1
DS (FLE2-)

Citrix Analytics for Performanceld. Splunk Observability 7> b 7 # —L eI L7
F—ARITYRAR— ERE#E A LT, Citrix Analytics for Performanceh* 5 SplunkiZ /X7 #—< >
AT—=REARYNEZTIVAR—FTEET,

Observability 7> v b 7 #—/L_ET. Citrix Analytics for Performancety —E X CHA VR —F 1 > F
INF=IRTDF > 7L = XCitrix Virtual Apps and DesktopstF 1 b B K UDaaSYy 77 R —E X
DINTA—=IVAX M) I ZBENICHER TET E£J, & HIS. Citrix Analytics for Performance®
NTF—=IVRAAR) Y I%, Splunkt VARV AN TESE SN TVBRALT—2Y —X EH
BOETEEMITZI N TEET,

EHIRICH v aR—RELR—bZER L. REAT7TVELVTRI by THA FDONT +—
RYRCATEIRANBESRAA A L Z2EZTHIENTETET,

FHICOVWTIE. T—H IV AR—bDREEZERLTLIZTL,

COMEEZFNATSICIE. COT+—LZFERALTTIZALTLEa—ICHI> 7y T LTE
LTSS,

Apr 04, 2023

Citrix CloudBBEJIIL—7T0H X2 LO—=ILDOYR—F

Azure Active DirectoryDCitrix CloudBI2E V' )L—FICAXZ LO— )L =& D HTT. Citrix
Analytics for PerformancelC 772X TE3 K SICAD F LT, BEESIL—TIL. Citrix CloudT

DEXV 7O RERE) > IEEE) ZEALTERTILENDHD 9, FHFMICDOWVWTIE ID
BLUVT7I7EREEZESRLTILETL,

COMBICEKD, BEEI -V -IIN—TOY—EXTI/tXERZEET 3HDFEILIN
7 7O—FHRRBEEINET,

O—)LDBEBDOMIC DL\ TIE. Performance AnalyticsDEIEEO—)LOBEEZ BB LT LT
(A
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https://podio.com/webforms/28482841/2274612
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management.html

CITRIX ANALYTICS FOR PERFORMANCE™

Feb 20, 2023

WRFBDOIIYOYR—
Citrix Analytics for Performanceld. 105 &DY > > ZFR— b33 LD ICHBEEINE LT

Citrix Analytics for Performance DR E N 38 CERAFIRICDOWVWTIE. FIFRDEEEZEBRL T
723 L\,

Feb 01, 2023

ISP, TVRRAVIMIVIRE. BLUVIY FRA Y FDIGFROAR
12

Ty aVElR—JIC. ISP IV RRAV NIV IRE, BLUIY RRA Y OBFROIER
PRERINBZESICADE L. TNHDEMOEY > aYEWIE. FIT—DZBRICTED
ICRIIB£9, CDHEBEIE. Director Hh'5 Citrix Analytics for Performance IC 727X LTt v
SaAVEEDMEZ N T TIINS a—TFTa VT TRINILTTRAIVEBEICE>TEETY, IRTD
Ty a EMOEMICOVWTIE. Lyl a > DFlOEEZBR LTI EEL,

Jan 23, 2023

IOV TH—ERE 22— VERfA I Ir—a2—

IOV TH—EREa—IC. BREAVYISHT—2—ICEDIDLKIIYVERX N v IRBINEh
FLfco SNH5DOARY Y IIE. CPUERR, XTUFEAKXR, I LDty >a> 8Ly, #
BOIIIUNTA—BEZRYIIEDTBEHL. IVVDEEETIEC<ERTIDICEIL
5%,

Security Performance Ssttings Help Search

Self-Service Search

Lesmters

Windows 2019 Registered
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CITRIX ANALYTICS FOR PERFORMANCE™

1. IVEIILITH—EREa—Il. IV YOERA I IOT—2—ICEIKII Uy ENRTREN
BEOICKEDF Lo IPVDERA VST —2—F. DY —XFEARKR, vV TOREA
A—H—TIIARVIVA, BFUTXILFEYI a3 >0OSTYIVDHEIFHRIMETNTWVS
Ly a VRICBESVWTHEINE T, Eid. BERLABEETESINET, <> >tIL7
H—EXE2—T. YU EROYTEIUDSEF/EERLET, IPVIFRDLSICH
HInxd,

« B (R - BT I —2—H71~1000&EED T
« (R - BT I —2—D41~T00EEDT S
o & GRIAE) - Bl 1 U7 —2—D1~A00EFRDT S >,

s ROFE-IIUDV vy bRT Y. RER. LIKRBREDIHZE. HHVIETZ DU
V=T =P FATERVEE. I VIFDEThBVAIRERHD £,

2. B . B KRDBEOA T a EFOER I FEY MEL IV ET LRI ITLTES
RBDDMICIRILE £,

3. XN TH—EREa—ICid. I YOERAAT7ZRIERHA I ITr—2—5nHh F
o IVVITZERHTDERIREINDBIIIIUNT =XV RANTA—=RITIE. FRL-EIE D
B B BEEA DV XZVAOEDRRINDLSICADE L, CNUISED. FHEDIS Y
oafazEEtL. T IDIC’ILE F T,

CDOHEEIF. FIARIMEL. FLIFBEFEICR O TVWAIYI VERETZDICRIEE T, Ch
ICED. AVT A NS IVFvORBRBERZRERL. 2FNEBIYIONT +—I X %ZMLE
BB31OOTAT I T4 TRT7Ia>VHAIRICED £9, FMICOVWTIE. CILT7TH—EXDE
EZzBRBLTLEETL,

Jan 02, 2023

RELBLZEDOEY aVICBATAIR—XSAI1Y1 b+
BEERILBZEEDOLE Y I VICEATEIR—R TSIV T A M. 2—F—DR—X S 1 VICARTT
EOHBEVICARTTED SR NIy a3 YO ERLET, I—HF—BEBEDOR—IX 51 Vld.
BEHRBICAESINPIS ICARTTEXFRA L THEINE T, EERSEEOE Y avid.
Ty g VOREDICARTTAEEZ A - —BEBEDR—XTA VR TEZZEICE>THERES
nx7,
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CITRIX ANALYTICS FOR PERFORMANCE™

Q Insights (& ¥

L Back to Insights Summary

Ll]]" Sessions with Anomalous Responsiveness
IEI
Affect Session Responsiveness
23 sessions of 10 users have Anomalous
Responsivensss

View Sessions

Patterns Detected

* 10 sessions on Delivery Group multisessiondg
* 10 usersin Endpoint City Sydney

» 23 sessions on ISP citrix systems asia pacific pty
[td

DA YA MME. UEIORBREERLTEY a3 YRAIIARY IV IAMMETFLTWS A —H—
EFRRICEETZDICERIILEE T, COBEIX. BB 070770 JICEKRL. Ty aun
TA4—IVRAEAETIMEERRICE S TIL a—FT1 T TB3DICEIE T

FMICOVWTIE. T2 1 b1 OFEFZSRL TSI,

Dec 14, 2022

HARLLR—F (FLE2-)

Citrix Analytics for Performance® /N7 #—<Y VXX M) v o= ERBLT. HARXLLER—bZE

L. R7Ja—)ITEBZLSICEDF LT hRZLLER— NI HEDEDODH 3 1EHR% Hh

HU. 7—2%ZJ 5714 DIILICEBEBTZDICRIBE T, UKD, EFNICTIEI T TL
R—bZER L. BEORBLEDICTRBEONT +—IVAZRMTETET, FHICOVWTIE. T
NAZLLR—b] Z2BRBLTIETL,

Nov 18, 2022

IR0 NMAN—NAHF— XUTOES I = TE1TD
CIE

IO URREIR—DIC, FEBBRIDVNTA—=ZD—EPL LT I YDNAN—NAHY =%, H&E
AOJ%. $FLVTOED I Z VI RATHRRINDZESICHED E LI CODT—RIF. X2V
NT =X VREETZMED M) P—JIC®RILBE £9, EFMICIE. TOT—2IE N1/N—
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CITRIX ANALYTICS FOR PERFORMANCE™

NAHY— AROY, FRiFTOED 3 =721 T7ORMZERALT. N7 +#—I > XOBEN
RETDABRMEDHZBUDY L V2 ROITBDICRIEE T, sFMICOVWTIE. T VHRE
1 DERFZERLTIILEL,

Oct 13, 2022

WEMAJILZXAF T VY

Performance Analyticsh'5 XS Y DAL R F Ty I ZRTTET 3L D127 D L 7=. Workspace
Environment Management™ (WEM) &, AIBEAPRD &ZEDI—H—IT VARV IV ZADI=®HICT
AU by TeRET BDICRIDI-Y-RIFEEY —ILTY, I UREFR—JICEATN
e LOWWEMZ R IANILZAF TV ITI2 3 2id WEMRI U TR ZRITFLTIIS VDR T—4
AT EZEMZEIF T BDICRILEF T,

“« Machine: CVAD-10071 ®
Oct Sth, 2022, 06:37 PM to Oct 6th, 2022, 06:37 PM IST (UTC+05:30

Machine Performance

CHUCED. WEMA =S FILICT IR TBI i<, —fEMNAETS OB EGEICERRER
HETETED,

WEMAILZF Ty I DFHLR— b TNOZEBETRIOHDICKITTESA@kMDOH 270
YarvebRMINE T,

WEM7 27> 3a>id. WEMADIILT7 IR EBNBIVARAA MILXY b 2F DI TT REEEIC
SLTEMICKRD 7,

Performance AnalyticsCOWEMARX A IANILRAF T v I 70> 3 > OERAEDFEMICDOWVTIE.
TWEMRZ 27 -~NILZRFTvo) ZBRLTLLEIL,

WEMAZ ZIANILZAF v I OFEFEMIC DLW TIE. Workspace Environment Management K3 2 X >
b TRV TR OREZB8RBLTLEETL,
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https://docs.citrix.com/ja-jp/workspace-environment-management/service/manage/scripted-tasks.html

CITRIX ANALYTICS FOR PERFORMANCE™

Oct 11, 2022

IO AAREORE

RE. oIy aYOSYI Y TRITINATVWS 7O0ERb, YILFEYyS 3> 0SYT VT
RITINTVBRTOFRE DI IV VRFE2—DFOERRTICRREINET, ZDHEEE
IE. 97TV RBLVAVTILIRARBETERITICNTVWBIS VTHETEEXY, FOEXETIC
IF. VY —RZ2mbEETS LMAIMEDC 7O ADRIINE T, FBIRLLEEFRICXED £
IECPUDANA VDB WFETH. VY —RZHFHEHEBEIT S LATOLIDBRTEINET, 2O
MeEx EH Y 3ICIE. Citrix Studioh B> > J )Ly 3> 0STYI v evRILFE Y 3 >0ST Y
YOBMATTAOCRBERR) O —ZEBMCTIHELNHDET, CORUS—IFT T+l FTE
MR -2TED. IV TRITEINTVBR O RERTTBICIFATHNICENICT Z2BEND
DFEJ, FMICOVWTIE. T2 UHist) DEFZERLTIIZT0,

Sep 30, 2022

R=RZA21291 b+
A A ME22OAF I TRFESNBESICHD LT

s B VYA N TSvoR—IILII U YVEREY 3y, BEFRYI Y. BLUBEET
=B A M BT IRV THATEE Y, CN5D1 VT MME U1 M TH
S LIEEICEATIEELRENBRZRELFT,

e R=ZASAVAIPA M R=RSA A IHA ME. FBBRNTA—I VAR )y IHE
EDR—=AZA DB EDREREREL TWAHIZRIEOHICEASNE L, TIN50V
1 Mg FBEX M) Y IH—BETHELTVRINELLTWEINERLET, ThiZkD.
ATV hDOIMBEERRICHEL. BEONT+—I Y REALEEZHOTOATI T+
TRIEBEZELZDICRIB T,
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CITRIX ANALYTICS FOR PERFORMANCE™

Q Insights () »

n the last 1 day

Diagnostics Baseline [EE0

Dﬂn Fewer Session Failures (0
0 Affects Session Availability

32.19% less Session Failures than the 30-day Baseline

Dﬂr' Fewer Sessions with Poor Responsiveness (i)
0 Affects Session Responsiveness

38.1% less Sessions with Poor Responsiveness than the
30-day Baseline

Dﬂr' Fewer Sessions with Poor Logon Duration (i)
o Affects Session Logon Duration

69.77% less Sessions with Poor Logon Duration than the
30-day Baseline

R=XAZAVYITIRAVT, LyoaVEBE Ly aVindEE. ty>a>rad4 > HEO
R—RF7A4 14> 41 FHFBRIBET T,

R—ZASAVHSDREIF. I—HF—TIOARVIVARA Yy aR—RICHbRREINET, <nb

. 23y . 8LV I aVICHEINDS THRATEEY, REZ2I7VvIT3
E. TNENDR—=XSA VA oA FHRRTRENE T,

FMICOWTIE. 1T FORREESBLTLETL,

Sep 28, 2022

7 5 — MEHID Webhook 7R — b+

Performance Analytics ' 5. fEE®D Webhook ) X+ —IZ7 5 — MBRMEZ AR TED L SICHD
FLTco COMBEICKD. Slack. JIRALGEDERLIcF v RILTEMZZITIZ N TER
T CHUSED IVR—TFAADEERKIE. 12T FOBRHEDSBAEZTOI7O—%2BEE
{£ L. Performance Analytics D 75— MBRICIGLC T —0 70— BEBICHETET £,
Webhook ZfER L7Tc 77— R S —DREDFMICDOWLWTIE. 75— MEFID Webhook
R—brZHRBRLTETL,
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Sep 07, 2022

CSVI U RAR— FDOFIRIEML X LT

TILTH—EAR—=J T CSVIER TI IR R— b xR LTIV XAR— F TE31THDOFHIR
P 1ATHBI0ATICEMLE LTz TV RKR— MEREDSFMICOWTIZ. EILT7H—EBE
DEEFEEEBBLTLLIEETL,

Aug 05, 2022

TS IR—=IUIIVTS—h

Citrix Analytics for Performance (. 1590 CCICT TV IR—ILY> 2 XF v L. BEEICH
LTT75—rERXRELT TS5V IR—IIIUHRRTI—Y—HERIT Sty a v EEE
TO7 074 TICBRTERLIICLET, 4B EESHLTEY Y a YERICHETEAL o1
IoVE TIVvIR=—IUIDVEMINE T, TV IR—IEET7TZ—MILD, BIEEEZ
Performance Analytics ICOJ 1 > LT, TSy I R—ILIUARERTRELI-EYy > 3 VESE
ZHIZBENHD FEA. YOV EENSICL>TEIFRIINTcEY S a VY EZOFMIE. 7
T— M X— )L TEEBEIZXEINE T, CNSDX—IILZRETRICE. TIvIFR—ILIIY
TI—brRIS—ZBMCTIHELNDD XY,
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CITRIX ANALYTICS FOR PERFORMANCE™

cifrix

Citrix Analytics for Performance
has detected New
Black hole Machines

iew |atest Insights on Analytics

0 Citrix Analytics for Performance detected new black hole machines from June 27
2023, 11:00000 1o Jurne 37 2023, 11:1500 UTC

Custormer Mame

Organization 10

Attention,

We have identified machines in black hole state which are cumently
eading to multiple consecutive session failures resulting in poor user
SHpEnence.

1 - 6

BLACK HOLE MACHINE SESSICHTAILURES

\fiew machines

Patterns Detected

v Dsingle-session 065 machines
1 mubti-=ession 35 machines
» 1 machines an Delivery Group: DGH-1 Sth-June

Wa recommend you to take following actions from Analytice coneole:

1. Check RDS license on multi-session OF machines.

2. Put the machine on maintenance mode.

3. Reboot.
iew latest Insights on Analytics
Regards

Citrix Analytics for Performance team

iffer and will reflact the labest counts

eserved. 42658 Grea
e Hhe prog

vz, Sarta Clara, CA 56054 LESA A
r respective awnes

212021 Citrix Systerns, Inc. All ngh
Irasce




CITRIX ANALYTICS FOR PERFORMANCE™

TSV IR=ILII VT S—ROFMICOWVWTIE. 75— FDEEEZEBB LTIV,

July 29, 2022

BaFEY Y- 121 75—k
BEREIY VO HA MME, A—F—TIARVIVRA Y a7 R— R THATEETD,

BEEYS DA VA k(/en-us/citrix-analytics/media/pa-overload-insight-details.png)

SAUULEMEEL TCPURNA I XIF@WXEUFEHRAE. HAIVEZOmAZEEL. 21— —I
PARN IV ZDEFZ5|ISRILTVWE IO VIG. BEFTHICRABINET, BEFAYI Y
AL ME ATV ARVIVZADETZ5ITERI L TVWIBER/IYI VOME., FEIRS
NIEEPICEEZZIT A —DERLE T,

FHICOVWTIE. TEEREYI YO YA b ZBRBLTIEEL,

RENTHLLWBERFTYS VHALORERBETRESINS L. BEBETYI V75— M X—ILHEEE
ICXEENE T, ALY UH24KERLBEFMKEOXEITHEHBE. B7 7— b X—ILH&
FEInxd, BETREIFHES IO VICOVWTIE. BEEICKRALFEFTHTY 7 — MRXEINF
9, ATV T« TRT Z— Mi&. BTECitrix Analytics for PerformancelCO45 74 > L TLWRWVWEE
EMEEF) Y —XZzRE L. BT B3DICRIIEFT,

BE RS > 77 Z — k(/en-us/citrix-analytics/media/pa-overload-alert.png)

FHMICOWTIE. MBERIYIY7o—h Z2BLTLIETL,

July 18, 2022

Y Y DREE

IO URER—TIC. IV OREICET ZEHRMAEBMINE LTz, REXTICIE. BE24E5HE
DI VENRELE IO VEBRATIVDRA LS VA I52ERTFAOY hIhTRRINE
T EXREDT—RFRA V20 ) v T2L. TDABHEZERIZDICRIEET, 7
Ov bEINTENREBZDS LIS YOREBEX D TFH U IE— ROEBOEDOHRIERR
INFEF, CHICED. BEOEBICHES T Y ORERCZBETET XY, BEXA T BHRME
PRIBEHICKD. YO VORBEZTNY I TEE T, BEATIVDOT—RIRAVMIH—VIL%Z
BhEZ L. YO UHBIMTWEEBROERREZERTET XY, COMEEIF. BREROTY
VICETRIEERNTA—ZZHN L DL, INRUEZBRZICRHETDDICHIEET, <D
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CITRIX ANALYTICS FOR PERFORMANCE™

Ea—THICRATERE Y 3> e 7O ABRICMZA T, EFPREEERAT I OFRH
BEE. IPVOMBZ b TINSa—T4 07T 3DDFRLEBERZREL XTI,

< > > DIREE (len-us/citrix-analytics/media/pa-machine-state.png)

FMICOVWTIE. TYY UG ORRFZERLTILES L,

Citrix Analytics Service (CAS) Y R—F 1 VI T XAk

Citrix Analytics Serviced VY R—74 > 72 AR > bWV —)LiE. StoreFrontZ Citrix Analyticst —
ERICAYR=FT 1 VI T ZBOBBDO STV a—T1 »JIRIIB £9, Citrix AnalyticsH
5 StoreFrontth — /N — |[ZHEREZ 1 7R — b L7c#&. StoreFrontt —/\—HCitrix Analytics|Z %
BMTETRVWEEDRHD F£FY, CASTYR—T4 T TR MI. FEa X2+ [StoreFront
H—/\—% Citrix Analytics ICIEHT T ET AL\ ICEEEHINTUVBRIRTOF T v 7 LHIRER G Z BH
ELET, BRAECY—ILOZAT>O— FOFEMICDOWVTIE. Knowledge Center®DiEsE [Citrix
Analytics Serviced Y R—T74 VI T AR b BBRLTIIEIL,

Securi ity Performance Settings Help Search

Data Sources @ C Discover More Data Sources  I= Audit Log

sssssssssssssssss

nnnnnnn s 1 site | O StoreFront deployments

Received Events: 0

A—H—FlFtyarHaBREnaVWEl
REOMBEELBEEBRICED. BR. BB FROATFIVICHETERVI—F—H LU
Tysavid, TRHE CLTHESNET, I-F—TIRRUIYIBLVEY S 3 VEE
HDERICEITS TRDEI DEOTICHZEHMERY > 713, FEDI - -—ELV0tY Y 3
UHSRESNAVERERERTLET, COMEICED. REOMETARICERLTEET 3
eI BERIER S fMREENE T,

22



https://support.citrix.com/article/CTX459795

CITRIX ANALYTICS FOR PERFORMANCE™

Users Not Categorized

Users were not categorized due to one or more of the following reasons:

REASOM ACTION

EUEM service not active Check service status 3
Unsupported CWA version Check CWA version (3
Unsupported VDA version Check VDA version 3
UPM service not active Check service status 3

| For more information on other reasons, click Learn more.
FBICDOWTIE. ROBEDREEZBRLTLIEE L,

Jun 08, 2022

A—H¥—6&U0tyva>oaBeN—t>T7T—JTRER

A—HY—T ORIV RA v aR—RIZIE. BEHEINTLBHDXMA—HF—BXUtvS 3
UHBER., B, FRLTHEINTERRINE T, CNS5DOEEIX. N—t>TF—JTHERT
INd&SICEDFE LT

Apr 28, 2022

BEEMEET7S—

Tyl a HDRBEDOETIF. LYy a VI ARV IVAMMETIBZERERTY, BEERIE
75— MEREIZ. Ty a VBIEICASIRREDHIHEICEEEICESELEY, o0
TOT4TRBT7o—MIED, BEEEIEY 3 YDNT =TI VIADMETLTWVWSAEEEDH S
BEDBFICTIUNY =TI —T=EETETE T,
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cifrix

Citrix Analytics for Performance
has detected Sessions with
Anomalous Responsiveness

0 Citrix Analytics for Perlormance detected Sessions with anomalous
responsiveness from Ape 23 2023, 01:10:00 to Ape 23 2023, 01:25:00
UTC)

Aftention,

4 sessions of 3 users have anomalous responsivensass.

Please find the anachment fof the lis1 of afected Sessions.

Patterns Detected

= & sessiong on Delvery Groug: CVD BUR CVAD Development
# 2 users in Endpoint City. Southern District
= 3 sessions ol ISP agotoz hk limited

Frirgaids
Citrix Analytics lor Performance team

£ 2002 Coirix Symtiel, Inc. AN fight redervd
408 Great Amanica Pariovay, Santa Claes, CA 95054 USA
A0 ST 0 T (YOS Of [ NERIBCIN (VRIS

Prvacy | Sod Emad Preferendes | Lirnibicrite

X
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BEDBEDINRTDTINI =TI —TFEFZFADRTICDOVWT, MHFEETIILZERLTR—
AT VEBREEZRELF T, N—R 51 ViEEEIF. BESHEDICARTTEICED W TEHR
BINFT, ICARTTOANEBEOAEIFEFBINE T, AESNIICARTTHR— 5 1 VEIEfE
D560 U LDRENDBZHE. 77— MERINEFT,

EMICOWTIE. 77— FOREESBLTLET L,

Apr 20, 2022

NTA—IVADWMEBEOAXARALTVEAO—IL

Citrix Analytics for PerformancelCEED AR R L7V AO—ILAFBEAEEICAED £ LTz B2
70t ZMEBRZ R DCitrix CloudBEE X LT U ToO—/ILZERAL T EBRONT +—T >
AN EEETZ1-DICHOEREZBFHTCIET,

e NTH—=I VAP - RE2EBHEE - /N7 +—<I 2 XD DCitrix Cloud BB E ICTE 7T X
[REZIDYHTET,

e NI A= VAN - FiABDERERE - /N7 +—< > AP DCitrix CloudBIRE 255 AEL
DERT7ItEIMEREZEDYHTET,

BREICHAMDERFLRITLT7 I/ AEREMS L. NT+—I U ZADMDO T FE FHHERE
ZBBIEZUNTETEY, COBFICLD. BEEZIMERL. FEDCitrix AnalyticsB G C B
DWTTFIERZRMETEEY, URIFIAAEE > e D ERAEEEO— I/ zF 22— —
iE EF2VTAENT =X VR - ZAMD EREEREICRMEEINE LT,

FAMDERADONT #—I VAP A—H—(3. REBEBEELAKICI—HF—TIIIRVIVIE
SUAM VTSRS VFv A Y aR—RIZTIVECALTHERATEXY, 727EL. I URER—
ORIV TIIAVIEHmARDERI—H—ICH L TEMCHE>TVET, irlRDERT7I €
AMEEFDOEIREIL. Citrix Analyticsh' 5D 7 5 — MEHZZ(TED £t Ao

LI TH—EREa—THAINTWVWE 77> a3 VOFEMICDOUVLTIL, Self-ServiceD it E %= &8
LT,

Apr 14, 2022

VYEALAYA b ETS— b

Vet a O IRA VI BRERAOY Y EE Yy 3 ARATRE LIty a VESR
ICBT BIBEmMARTEINE T, VyEREYI 3 el 227ty a>0oSYy Y ETHRES
Nicty>a>THD, 2O OTOFHFLLWEY D a VEBIDNKRRITZIRAC GO ET, DOV
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Ty arvzEHLEISETIE. MESNEY D a VRTINS X T MFIATRESR

BELV’HDFHAI I5—TEKELEY, V>yERYyIarya o1 ME BESNEEY S 3

VERDOINSGDIY I VERETIDICRILE. NI >TINSDEED TOT Y T4 T1HER
AWz AR L 75

\/

O Insights (i) 3

£ Back to Insights Summary

E=\ Zombie Sessions (i)

Affect Session Availability

5 failures across 2 machines
View machines

Patterns Detected

5 failures on cloudxdsite Site

3 sessions on ENG-WIN10-OLYMPUS-AMERT
Delivery Group

Recommendation

Log off users/Reboot machines

RIERNTISRERBTY Y ELy a2/ OMLLII UARREINZ L. VoEEYS 3> T
S—hX—=ILBERINET, 75— b X—JLIL. Citrix Cloud TX—)LiBRZBMIC L TWVWB5E
£EBEICEEINF T, ALY UTOETS— M. RYIOEHN 5246 MU EE UHKES
Nicty > a RIS VICHR T 25 EICOATONE T,

View machinesz 27 ) v 0§23, V>ELY>a 28I YOURNTIAINZITE
NI I7H—EXEa—DRRINEF T, T T, Failure Countid. BIRETNERTHEEL
Tty avBEEOH%ERL £, Last Failure TypeX Reasonld. VY Et v aYvESLIY
Y ORKREHEDFFEICRILE £75

Alert PoliciesZ 7Hh'5. V2o EXE Y 3 %= H OIS T o5— M 2EPCTEET,

Alert Policies

& Search Pelicies...

2 Alerts defined

NAME OCCURRENCE... LAST MODIFIED

Machines with Zombie Sessions 2 4/1/2022
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FHICOVWTIE. VYEREYy Y 3 YZBRLTIIETEL,

Apr 14, 2022

A=-—01—H¥—-rtyva > EOAR

COMBEICED, - —TITOZARVIVAA Y a2 R— ROXRMEOBEN K DBAREICAD F
To Ay aR—RICIE. Ey>a>7OINCERGAT—XRICEDOVWT, RE77USELT
TR by TREBICEITAA——tya > ORRBPRRINZESICAED X LT

117 os0s 38206 e
Users with Connected HDX Sessions Connected HDX Sessions
809 Total Unique Users 4031 Total Sessions v
Total Unique Users 809
Users with atleast 1 Connected HDX Session 777 (96.04%)
Users with only Disconnected HDX Sessions 12 (1.48%)
Users with only Console and RDP Sessions 20(2.47%)
Inlast 1 month: r rr | A5 w2 223 270
Total users 24.07% 33.59% 28.7% 13.64%
Users with Excellent UX Users with Fair UX Users with Poor UX Not Categorized

Ay aR—RiE BRENTVBHDXEY > 3> DHFDNT #—IVAX M)y I ZRHLE
T FERLIHAERICUII SNty > arvid. - - ERLUICHBSEKICH I >TT7 77+«
TThI 21l eZRLEY, LED>T EvdarvsLU01—HF—IIIRVIVRZI7T
i TSNty L avICIFERINEE A

COMBEICEK D, IS Nctya>ed——F TRDE) ORBICETENBIRZDEL
feco CNHBIZARTHATESELSICHDE L e CUITED. 208D TRD%E HREICHITS
A—F-etyarOHENBILET, FHICOVWTE, I—F—rctvia>ORRzERL
TLET LY,

Apr 14, 2022

AVISRANSIVFvA v aR— ROMEERL
TIVELIUVOTRI by TREBEORETY VORIAMEN T —I VAP ERTIIZD1VTZ
ARSOFY Ay a7 R—RICIE. ROEEERIEDAESINTULE T,

c AVITSAMTUF YRy aR—REh@tIh, REYY VOREOTAENARRINS K
SICHED F LT, COMEebIcE D, BEI—F—ICH—EXZRHELTVWE T VDO
. TETFREFHTIHTETLEVWID YOHOEBELOHD 9, REICESRINI-FAT
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BRI VIRE (FRERTT. 79710 7) CFBATEIRVWISVRE (XVTFVRL &K
BiF. KB OO HIE. BBEDA VARV (159) ICDOWTRREINE T,

Users Infrastructure Alert Policies

Current Machine Availability (Preview) @

Available

64.93%

@ Ready for Use Acti
Last known machine
state 26.03%
Number of machines 95 142

Last update: May 30th, 2022, 12:10 PM IST (UTC+05:30) <

Data interval: 15 minutes

'

View machines

Time Filter Delivery Group
2 hours A All Delivery Groups ./
Unavailable
35.07%
® Maintenance ® Failed Unregistered
3.29% 0%
12 0 116

o« IV EV) YU TR E BEISOBISGERINIEREDIS VI NEEEII U EILT

H—EXE2—PHEET,

« XUVHARAMRLY RIE BERLUICBBOSRHNENIREBOYS Y8z 70y 33K 510k
DELI. ENINIREEIZ. BRERTT. 7797147 XUTFUR KEBH. KHEOD
REOFRT, VOUNMRBRLIEEDHFELLBRVWKETT, JST7DREDEI3>h 5 R
DILRIY LT IO VEILTH—ERE2—THEDENTNIKEDOT L YOz R
TEET, YO VAAM ML Y RIE. HEIKRTOENSNIRED VS VB2 T 5 DIC
RIUBET, tyra ALY REHBTEIET, VY —XRECESORXEZIER

TBDICKRIB X

Machine Availability Trends (Preview) @

Session Availability Trends

The states depicted here are aggregated for the selected time period. Use the range navigator to scroll through the time period.

5:30 PM

53 11:30 PM
May 28, 2022 - May 29, 2022

Failed Sessions 3
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¢« IMABLIUVLEAROEREID L > RiF. 6BEEBEMATTOY FEINBELSICBEDFE L, 21
LFESY—2—%FERALT. 1BOYIUELUtEYya >t NL Y RE3~THDEH
TX—LT1VTEET,

o RALTEN—R—IF. IOVIARAMMLYRERMIZEISICHEDE L. ChUICED. F
BATERVWII IUNSHEEITIRRHEZEETETSH. FLY R LETHELHIRICEEICE
HLTX—LTVTEET,

e Xty avORBEMRLY ROY—ILFYv i, FATEIFHRVWII LKLY
> a > OEEEREIERETADICERIIDESICABEINTULET,

e IVDEILTH—EREa—ICIF. IVVDRER—ID T ILZY) VT %#BEEICT D T&
HKIREE) CLWSFHLWLW I 72y RAHDEFT, COEa1—IlF. BRINEENREDTS Y
BHRTREINET, EVWRET 7y b EFERTZH. AAENL YRSy LT, E
IRLUT-EABICEEDENIREICH 2T VDV AN ERTTESLS5ICEDF LT

e I VDEITH—ERE2—IZFILWIIDEMENE LT - RIREIRRRE., BLRBIRETN
T-BEXREDT Y V.

NSOKEEBRILICE D, YoYDL TH—EREa2—T. BEZIBEDHABICEEDIR

RBICHBIIIVERETDIDIC®RIILEET, Chbld. EDEWVREOT—X2%ERMEL. FEN

MBLRIY VEBBICBETERH. IVYDO RS TN a—FTao i #RELF T, FMICD

WTlE. Yo 2D T —ERBRE LIV A VTR IFv ot OicE22B LTS

L\o

Mar 08, 2022

IYRRAY bRy bO—DifEt
COMEER. Ly aYOELTIY—EREa—Cty S aVBEE 2 —ICL < DD OBEX k
Uy ohEME NIl 2517y MIORY hT—SICHT BN ESDH E T,

Lyl arouelTH—EREa—Il. 77230 LT IVRRIV NIV IORE
(P95). TV RARAYFRIL—Tvy R (P95). T RKRA Y FRIL—Tw L3EE (P95) H'EA
ey -3 O
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Security Performance User Activity (Preview) Settings Help Search
Self-Service Search View Saved Searches
Filters
Session Experience Sessions N/ || LestiDay N\
Experience
4
Endpoint 0S
Workspace App Version PR
Delivery Group
Site Name
Location DATA Export to CSV format | Add or Remove Columns
Session Protacel SESSION EXPERIEN ENDPOINT CITY (LAST KN ENDPOINT LINK SPEED (Pas) - ENDPOINTTHROUGHPUT INCOMING (PO5) ENDPOINT THROUGHPUT OUTGOING (P95
Connection Type > NA Brighton 8580034502.00 GBps 24388 KBps 40.51KBps
Launch Type > Portland 8580034502.00 GBps 434.23KBps 19974 KBps
> Pompano Beach 8580034502.00 GBps 129.92 KBps 18.99 KBps
> 3 Chelmsford 112 GBps 15310 KBps 30848 KBps
>N Fort Lauderdale 053,67 MBps 29131 KBps 2472 KBps
> Athens 953,67 MBps 497.98 KBps 2083 KBps

YL aVRER=IJICIE. BRZTIC WIFIfEESEE. TV RRAVFIIL—Ty FRME, &
VIV RRAY FRIL=Tw FEFDOPIME BRFENBLSICADE Lo TNEDX KUY
TDTZ7E vy a i@ 7Oy hEhET,

Ussge

[
0T Mbps
Output Banduith Cencumtion P95

049 MBps
Endeint Troughputicoming (%95

001 MBps
Endpont Tivoughput Cutgong (F98)

i1 Strengih (o)

5 , . . . . . . i
IVRRAVERY RT—=OX M)y IZRRT BIIE. Citrix Workspace 7 1) for Windows

IN—23 272108 RITLTVWBR I Y RIRA Y AR ETT,

NSDOAXARYYIIE RYNT—0A4 B =TT —XR2A S, ISP, HIHIE. RXwv bT—TE
E\E—hv14\:*0&\B&U:*ﬁ&@N7¢—7>zﬁ%®ﬁﬁ@ﬁtt%E\t/
VIRV IVADETOREKRER%E L D#ETIC + —JFBDICRIBET,

FHMICOWTIE, BIL I —EZABREZE LIV Ly a0l OREZSB LTIV,
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Mar 07, 2022

Connection leased v 2 3 > D[ H%

C DIEBEIE. Connection lease ZN L TEBISNIcYy > a v OAIRGERELE T, VFVUR
H—EXDFELIER. Citrix DaaS™ (F. H—E XD Z#EIF I 5720 IC. Connection lease %
NLTEy a vz dd ez R— kL%, Connection leased sessions (3. User
Experience % v 2 27R— R D Not Categorized BED FICRRINE T, ICARRTT LU O
ZF VHBE D X k1) w1, Connection leased sessions TIXFBTE £E A

Security Performance Settings Help Search
Self-Service Search Save Search View Saved Searches
Filters
. Sessions AV Last 1 Month A
Session Experience
Factors affecting Session Type Query e.g. Endpoint-OS = "Macintosh” m
Experience
Y
Endpoint 0S
Workspace App Version
> NA Feb 10,2022, 16:. N/A Succeeded ICA
Delivery Group
> 0 Feb 17,2022, 11.... N/A Failed ICA
Site Name
> 0 Feb 16,2022, 16:... N/A Failed ICA
Location
> 0 Feb 10,2022 12:... N/A Failed ConnectionLease
Session Protocol
> N/A Feb 10,2022, 12:.. N/A Succeeded ICA
Connection Type
> 0 Feb 16,2022, 15:... N/A Failed ICA
Launch Type B
> 0 Feb 10,2022, 12-.. N/A Failed ConnectionLease
Oica
(0 ConnectionLease > 0 Feb 17 2022, 11... N/A Failed ICA
> 0 Feb 9,2022,18:1.. N/A Failed ICA

Tyl avonfEE. Lyl a I —EREa—DEEFZAI T T 7y bEFERALT. ICA
N—2X F7=I& Connection leased & L THRTEEXY, Ty a eI —EXT—TILDAT
2 aAVYTHIEREZ A TIE. £y 3 >H ICAR—ZH Connection leased Bz R"L£T,
DH%EEIE. Connection Lease ZNM L TEEEISNTct v 3> O ERDITZDICRIBEE T,
BICB L 7= Connectionleased £ > a>D ST a—T0 U JICIE. KBMIBHZFERTSE
79,

Feb 21, 2022

AXRIR T — NI 1 PoPDFEET

Citrix Analytics for Performance Tld. INRTOEIENIcLY > aVIZDOWVWT, OARIRET—
FUxADHE (PoP) Wty a LT —EREa—ICA T g e LTRRIND &
SICHEDFE LT
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CDOT—RIE Ly a BI—Ta I EINBZARTRET— T T APoPZRET 3 DICIRIL
5% 9, COBERIF. ICEEOEBEVWVE YD 3 VIMFEDO IRV R EIET — Tz APoPZN LT
=T T ENTVWEIHESHEERTIDICRIEET, I—F—DFRARICEDIVT, 21—
-ty a VHRBEBRNT A= ADEDHICEYRT — I T APoPENLTIL—FTo 0TS
NEDESHESHICHETEE T, Lyl arhEmhoR<BNIET — U T 1PoPZNLT
IW—Ta 2T ENTWVBI55I3. DNSHERZHESRTET XTI,

ESa7IYI) -2 — IO TAPoPOERY M. IRTE—OH — T T 1PoP
AR E2ENLTUL—TFTo VI INTVBAEEMDH B /N T+ —I 2V ADEVNVE Y 3 V%
E) 77— 2DICRIBEET,

DATA Export to €SV format | Add or Remove Columns | ( Sort By

CONNECTOR
sp-southeast-2 SINPXCC002

>
> liut CVA CORE Nov23,2021,06:44 ST(UTC .. CITRITE\SINPAMOCOCEH03 NIA Succesded szasia-hic SINFXCC003
>

1,07:36ISTIUTC . CITRITE\SINPAMOCOCCH02 NA Succesded az-asia-hic SINPXCC004

> ssia-hk SINPXCC002

ORI BZDEDN/AICEZDIE. ROVWTNHDIERICKLBAIEEMNDHD £,

s ARTRZARY FOREISELEDHD £ LT

e Cloud Connector ®/\N\—< 3 >H'16.0.0.7&L D FHLY,

F7-. Cloud Connector ZNN LTc T —RMEBHRA IR >TVWBREZRERL TSIV, In%x
75 1CIE. Citrix Analytics > F—&Y =X D /N7 #—I >R X TH 5. Cloud Connector X
WD FT—2EBA Y OREEREELE T,

FHICOVWTIE. BILTH—EXREDEE O ARIRT—boxA FI0OHAZERL T

Ly,

ARV R E 22—

ARTEADINT A=V AX M) w I DEEHRE 2 —5h% Citrix Analytics for Performance T#lJ
BAgEICARD £ LT ARIREEI YU T2, ARIVABFFE 2 —DRRINE T,

O iRt IE 4 (/en-us/citrix-analytics/media/pa-connector-statistics.png)

ORI RFETE 2 —13F. BE4AEBICH ITAERSIN-OARIXIDOEEIE. CPU. XEURED
DY —HESICEAL T, ARIZDODNTA—XVAOBEHREHLE T, AXRIFZTHEINS.
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BXAMIYIDE—IN—E T8 XMUYIHRLEWMEZBRcA VX E 2 XDEHER
RENET, 5713 DT —R%Z157 MR T24ERTL 95

OARIATOIY—XHEEIE. Ly a oI RI—H—TITIIARVIVRICEERZSZ
x93, COMREIZ. BEEAIRIZITOEVWIY —HEEBICLZ Ty 3 VYEEDRELEDRE
DIEXRRRZEETAIDICH/IIBE T, SFMICOVWTIE. ORIEFTDIEEEZBRBL TS
Lo

Dec 20, 2021

2547y Millgs: 4 2 —3y M —EXZFO/N1 A — (ISP)
IVRRAYMIY—EXZRELTVWBISPOLFIK. Ty a iTzEBRET Yy 3>t
W7 —ERAEa2—THHETETET,

ISP(/en-us/citrix-analytics/media/pa-isp.png)

CDHEEIF. FEDISPICEEET 3AIEMDH 2 v a3 >N T+ =YV ADMEZRET 2 DI
‘B9, CDOIERIE. Citrix Workspace 7 71 for Windows/N\— 3 V1912 THIBTE £
9, fDOSIHIF Citrix Workspace 7 1) TD Z O#BEDFIBRIREM ICRE T 2 EFMIC DLW TIE.

Workspace 7 7R ) w O R2BRBLTLLET W, Ty a )79 —EXEa2—THIER
BERX MUY IICETAFMICOVWTIE, vy a7 —EXDRESEEERL TS
(A

Dec 17, 2021

TUN)=TIN=TFR=ADT 1 IR

Citrix Analytics for Performance |Zid. BIEDH 1 b B L VHBEAIRN—XD T 1 JLEZ—ICIMAT. T
DN —=TN—TFR=RD T L2V VITHEMENE LTce TUNU—=TIL—TFR=ZDT 1)L
ZYITIZED BRLIETIUN) =TI —TIIB T DN T =YV RT—EERRCEET, C
D71 INEZ—E FEDBERINFTUN) = —TIIER[ZHTIDICRILIE. ENHTRH
FEINTVWBEY IV TOLEREY Y a VI IARI IV ADIBRERZIET B DICRIL
5% 9,

TN =5 )L—F7T 1 )L Z—(len-us/citrix-analytics/media/pa-delivery-group-filter.png)

FYUNY=FI)I—FROy ATV A ME, A—HF—TIZRRYIVZAA Y 2aR—RTHET
XTI, CCTlE TIAIINRTIRTOTFUNY —=TIN—TFA T a BRI TVWET, B
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KIEDTINI) —FIN—TZBRA T2 3V ZERTEZCDHTETET, BRN—IF YRk
DOREDT INY =TI —TRZBRERIBDICHATEEIT,

TalZ—hERTNZ . IN5DTIN) =TI —FICEET BT —2D9HhEn. 4y
VAR-RICRREINET, 4V P aR—FHSBERR-I, ELTELTH-EIE2—ALFR
DIILA D> LTH. BERABRFREINE T, INTOE2—LAR—MZIE BREhETUN
=T N—TICBT BT —2HRREINE T,

FAYTFHEIVI)ZRTTINI) =TI =T ADEH (B, HIFF. REEELY) = AEE
ICTBICIE. BER. DBCEDIENE O THOR—IZEHLTLILET L,

A—HF—ITIZARVIVIRZ Y 2 R—ROFRAAZEDFMCOVWTIF. T1—H—-II/IRUT
VA0 DEFESBLTILEIV,

TEHEERY FO—TBEX )y (FLEa-)
VIV RREOL YD 3 VREMZER T 3 EFMAHIEIECBERED X ) v I h\ Citrix
Analytics for Performance THJBRIgEICAR D & L7,

BRAA LS ERY ME. v a> /T —EXREa—DRYy> a8 HEtEI>a>D
Lty arvibEEATIVOTICEBMENE L COERY MME. HAFEHIEFEREROET.
2y b= EBEOET. ICARTTOETFICEDOWTEY > a>EDHTADICERIILEX T,

= CilTIX | Analytics

Security Performance Settings Help Search

Self-Service Search View Saved Searches

Delivery Group 487
Site Name SESSIONS

Session Protocol

Yy a I —EREa—TRRLEY a3 VITERETI . ROBEBLE Ry b
T—JBHEA )y I HRFEAE 21— THETEET T

o WEHEX LUy I DPSE - ANFEBHEE., HAFEEFAREE. HOFHRERE. |
o HAOTBEEERERON—tEYT—IE. LU
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o vy hT—UEIEDPISE

Citrix Virtual Apps and Desktops 7 21124 ZET L TWVWB Y VDB ETY, cNSDX MUYy
713, Citrix DaaSTEZD X FXFIBTE, FEDERISHBEDL D FE Ao

= | cifrix | Analytics

Security Performance

Self-Service Search

Filters
Session Experience

Factors affecting Session
Experience

Endpoint 0S
Workspace App Version
Delivery Group

Site Name

Location

Session Protocol

Connection Type

Help Search

View Saved Searches

x

- Settings
Save Search
Sessions A\ ‘ Last 1 Week A
V|
v On-Prem Desktop A...  Dec13,2021,16:46 I... Geneva

1/P Bandwidth Consumed (P95) : 35 Bps (TECH PREVIEW)
0/P Bandwidth Used (P95) : 154 Bps (TECH PREVIEW)
/P Bandwidth Utilization (%) : 0 % (TECH PREVIEW)
Workspace App Version: 21.9.1.4048

Endpoint 0S : Windows

Brokering :
HDX Connection :

GPOs:

Profile Load : 3.60 sec

Site Name : cloudxdsite

WAN Latency :

Data Center Latency :

Gateway : ONPREM-US-MS1.DEMOCLOUD.CITRIX.COM
Session Duration: 3 hrs 25 min

Gateway-Connector Latency : N/A

ISP sunrise communications ag

Succeeded

0/P Bandwidth Available (P95) : 4.22 MBps (TECH PREVIEW)
Network Latency (P95) : (TECH PREVIEW)

Session Logon Duration :
Session Responsiveness :
Endpoint Country (Last Known) : Switzerland
VM Start: 0.00 sec
Authentication :

Logon Scripts :

Interactive Sessions :

Session Resiliency : 2

Host Delay : N/A

Machine Address : N/A
Connection Type : External
Connector : N/A

Network Interface Type : N/A

HAOFREEERRE XYy T —BEDOX M) woiE. ENSHARR. B, FHIFEBROAT
dVICBT3HESMCEDVLWTERITETINTULED,

BEHEERY FT—TBEDA Ry IE BEDXA M) v Ity s a VinEEDOETZ5]

=

[ S

FECLTVWARAREMDHBEINE SHZRHITIDICRIIEET, CNH5DX MUy IHEMEN
7o & T. Citrix Analytics for Performanceldtzw > a > N7 #—< > AOMEZ > T a—
TAVTTBRHOE—DFERI>Y —ILE LTHEL T,

Tyl a )T —ERE2—THRARREXA M) Yy IOFMICOVWTIE. Ev a7

YT —EXDEF=ER

LTS,

Ly a eI ITY—EREa—TDOtyvS 3 i/

Ty a BNty 3 I T —ERE 2 —THIARBICED £ LT

MFDEME Tl

HIfg) #FERL Ty aVEIREZEBMLES, COX NI YIEBMIDZET. Tyart
IWI7H—EXREa—h561yvsa>X M)y IDeEExIBETTET,

DATA
SESSION EXPERIENCE 4 USERNAME
>
> NA
>

DELIVERY GROUP NAME SESSION START TIME MACHINENAME

CVA CORE Dec 15, 2021, 04:49 IST (UTC.
CVA CORE Dec14.2021,19:07 IST (UTC ...
CVA CORE Dec 14, 2021, 1817 IST (UTC

Export to CSV format | Add or Remove Columns

ENDPOINT CITY {LAST KNOWN] LAUNCH STATUS SESSION DURATION
Boca Raton Succeeded 4 hrs 59 min
Chennai Succeeded 3min

N/A Failed N/A
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Ty a el T —ERE2—THRAARZEA M) Yy IOFMICOVWTIE. ty a7
Y—EXDERFZSRL LT

v a > O
Ly aVOFER—TIE. By ayNT+—IVAX N wIDORBEIREINE T,
Ty aVHRICOWVWT., GiENAtE Yy a YOty a YN T A—I IV RICHER 5 Z
BERNTRRIINE T,

Cifrix | Analytics

Security Performance Usage Settings Help Search

“ Session Details ®

Session Start time: Session End time:
User: Dec 13th, 2021, 04:46 PM IST Dec 13th, 2021, 08:12 PM IST
Session Status: @ Ended (UTC+05:30) (UTC+05:30)
Session Duration: 3 hrs 26 mins Logon Duration: 26 secs Delivery Group: Site: cloudxdsite Machine:
Session Performance
Parameters: | 3 Selected A%
7% 100
Session Score (Avg) 1Instance had Poor 6:30 PM-6:45 PM
Session Score @ ) .
50
@ Poor Session Score Fair Session Score Session Score 25
@ Excellent Session Score
o ICARTT 945 ms
197 ms 7% 1000 ms Session Reconnects
ICARTT (Avg) 1Instance had Poor
ICARTT
500 ms
oms
5 2
0%
Session Reconnects 0 Instances had High
Reconnect Rate (>1 per 15
mins) !
0
05:15 PM 05:30 PM 05:45 PM 06:00 PM 06:15 PM 06:30 PM 06:45 PM 07:00 PM
Factors
Factors impacting Session Performance
Parameters: | 4 Selected Y
200
5 m 6:30 PM-6:45 PM
134 ms 0%
Network Latency (P95) 0 Instances had Poor
Network Latency 100 ms Network Latency
Output Bandwidth Consumption 0 Mbps
oms
Output Bandwidth Available  33.73 Mbps
1Mbps
0.00 Mbps
. > X Input Bandwidth Consumption 0 Mbps
Output Bandwidth Consumption (P95)
0 Mbps
40 Mbps
33.74 Mbps
Output Bandwidth Available (P95)
20 Mbps
0 Mbps
1 Mbps
0.00 Mbps
Input Bandwidth Consumption (P95)
0 Mbps
05:15 PM 05:30 PM 05:45 PM 06:00 PM 06:15 PM 06:30 PM 06:45 PM 07:00 PM
[ ]
‘Time Range: 13/12/2021 5:01 pm to 13/12/2021 7:01 pm qs EM S . g} M
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COEa2—TIF ICARTT. Ty arEER. BEEAN) YT, 2y bT—IBEGEDE Y
A YERZEARETEE T, CNSOERIF. BRLEBEOEY >3 >ROA7eHICT
Oy bENET, Ly a>osFlEa—IE FARMRATFEHIEE Ry b T —7EENICARTTL
Ty aYRAFPICER B REZEEMTZDIRILIEE T,

HIHBEE Ry FD—VBEDX M) v I ERRT BICIE. Citrix Virtual Apps and Desktops 7 2112
LpEZRITLTVWBIYS VDR ETY, Ly a YOFElR—JOFMICOWVWTIE. Ly a >
HizBRLTIIETL,

Dec 6, 2021

TOTREFESERITOB#A VAR—-T1 T

Citrix Analytics for Performanceld. 72 7 X ¥mBED (APS) #3H T, SARDOEERL T TR
)7 aoR—AOBBEXRAFTICEBNICA VR —T0 VI ENBDELIICBD £ LT, BERKIC
LBVIIRMPFITOA YR—T4 VT IIHEDH D FE Ao Citrix Cloud THR— FENTL
21— a3 DFEMICOVWTIE. HIENZEREEZEBRL T EEL, APSHIEA S Performance
AnalyticsiC 72t X9 B ICIE. Citrix CloudiC T+ > a2 Fd VR—FT 4 >3 3BIC. TOTKF
B EIR L £ 9, Citrix CloudiCEAJ# > L7 5. Citrix Cloud DAPSHBH TT F > b % &
JRL. https://analytics-aps.cloud.com URL% fEF L TCitrix Analytics Cloud ServicelZ 7
JERLET,

« Citrix Analytics for Performanceld. 72 7 KT FmEpitdz R — AMig & L GER LB E.
ABOI—H—ARY FEXRT—REZOMIFICREET D LSICHBD F LI, FHMICOVWT
F. T—=RANF U REBRBLTLLIETL,

 TOTATHMBHIHOR Y ~T— S BHICET BBRICOVTIE, KiftF 1071 0EE
ZBRLTLIZTL,

Performance Analytics\D 77t XICET 25FMICDOWVWTIE. 772X 2R LT EEL,

Nov 18, 2021

BREAYS ERORAY

BEAYY VERTE I a i 2KE. 12K#. 1HOSEETOAFBAETY, m@Etdrc
. LEES L V15 BOEABTIEC OREISEMICH>TULERT, FMlICOVWTIE. TE&FEY
> ] (lja-jp/performance-analytics/user-analytics/intermediate-drilldown.html#overloaded-
machines)zZ BB L T 72 L\,
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Sep 13, 2021

POTEREFEAR)—>a>pR—k

Citrix Analytics for Performanceld. 72 7 XFFmBES (APS) U—2 3> & R— 923K 5IC%
D% L7 Citrix Cloud THR— TN TWBE =23 VICET 25EMICDOVWTIL, HIBNEES
HZzBRBRLTLEEL,

APS!) —< 3 > hH b Performance Analyticsic 772 X § 3 I1C1&.

1. TF > b%ZCitrix Cloudic A Y R—FT 1 I BRI 7OT7RFFRMEB)—2a>zBERLE
ER

2. APSYU— 32D T+ hh BPerformance AnalyticsDSEBRRF 72 IFBRIT V21 FILX Y~
ZEF T BICIE. APST L — > DCitrix Analytics for Performance D& #kPodio 7 # —AICEEA
LTSV, EIDEHTAMINT S L. X—I)ILTEBHINET,

3. Citrix CloudicO%' # > L7=%%. Citrix Cloud®APSU — 3> TFF+ > b EZERL.

https://analytics-aps.cloud.com URLZ%{#F L TCitrix Analytics Cloud ServicelZl 77t
ALZFT,

Performance Analytics\D 772t X CBT 25FMICDWVWTIE. T72E ] (fjajp/performance-
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FTH—NEUT1 5y b T+ —LTHRAARELGT— X3, BENEEHEZELC THEZS S

HIDICFERTEET, CNUSED RETIUSKUETRI by THA bONT =T R
I 3RANBESRRA YA BRI ENTEXET, 7T —NEVFTs TSV T 4—L4
DT —2%ZERTEHEZVWSDONRLET,
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o BHANICH VY 2 R—RELR—bZERLE T, CNS5DH Y aR—RELR—ME B
FOFBE EDICRIEDNT #—X VR ZDMITBDIRILEE T,

o HEEDOKPIIHEFICBEAODH B BHREMHMEL. A—F—NT+—<I > XADETZFIFTEILTWV
BRMILZYIERELE T,

s A FRTHEXRODEVWIYS VEHFEL. HEBECFEREZRBILLTE2ANAIX M EHIRL £
ER

s BERPLIUVEY aYRICA VISR IFYyOI——HERBLTVLWREEDREESX
7—LChSTNoa—FTa>00LFd,

s Ly VHDIVIRVIVADETORREZ., 7747 Moy hO—o 3T

RRAVETNAZAOBE. HE2VET— I ARARIFBEDREDAI VT ZANZY
FrAVR—2 bOMBICEHEICREL. RELHFT,

e Ly avEBErgUWEYy Y aVBEONZI—2EBEL. TVARYIVADETIHEED
BAREIIBEOH—EXTONAE—ICRESNINESHh ERESEL £ 9>

« VY —XAXEZFIZTEILTVBREDT T XEZTOELRZHEL T T,

COWBEZFERTBICIE. COT4+—LZFERLTTIZALTLE2A—IIHAIV Ty TILTE
BLTSESE L,

Observability Platform & DS

IRFE. Citrix Analytics for Performanceh t7R— k L TUL % Observability 7> v b 7 # — L.
Splunk. Elasticsearch. GrafanaTY, WeELERAEDFMICDOVWTIE. UTZERL T LT
(A

e SplunkiCDWTIE. SplunkFFa XY FZBRLTLETL,

« Elasticsearchic DWW Tl&. ElasticsearchRF a2 X > FZEB LTI,

o« GrafanalCDWTIl&. GrafanaRF a2 XY FZEBEBL TSV,
Splunkid. KafkaT > FR- > % {E LT, Citrix Analytics for PerformanceZ 27 RIZCBRA TN
TWaIbmE T dKatkar #H: L £ 9, Citrix Analytics for Performanceh’ gt 9 3 /N5 X — X & fEA

L T. Citrix Analytics for PerformanceZ Splunk & L £ 9, KafkaL> KRR+ > hEEAT 3
E. SplunkiCER L TT—2 = FILTEEXT,

Elasticsearchid. LogstashT > > %R L T, Citrix Analytics for Performance? 27 R IZERH
TN TW3Kafkar#EHi L £ 9, Citrix Analytics for Performance M@t 2/ X —2 &= FEAL
T. Citrix Analytics for Performance’ Elasticsearch #i& L £ 9, KafkaL> RRA1 > h={EHRT
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% k. ElasticsearchlCiEHLTT—2%2 FILL. $BBDO/NT +—< >V ZRRICET 3 & DR VAR
BB CHTEETD,

RDT7—FT7FvEId. Citrix Analytics for Performanceh* 5 Observability 72w k7 # —LAD
T—RDORNZERLTVET,

Citrix Analytics Customer Environment
(On-premises and cloud)

Ny
DA
&
> LogStash Server [ ElasticSearch '
( L

Tenant 1 topic

Kafka Tenant 2 topic

Tenant N topic
CAS Add-on
Via Kafka Connector splunk'>
CAS A
Citrix Analytics ”
Splunk

F—ARITURAR— DRI

F—AR T RR— EBEIZ. Citrix Analytics Service > E > T—HA TV RR—bF > /N7 +#—<
VAWSTIEABEIVEBRTE XY, Observability?Zy b7+ —LADT—RIIRKR—k
[E. T=RIVAR=FF VR TILTT IAHIL N THA IR DTVWET, FILLWTFT—FARV LD
EEZEFEILETIICE. T—RIIVAR— T TICUIDBERZ W TEXT,

T—RIVRAR—MMEIXRDFIETHERINE T, FMICDVLTIE. Splunkfia H &L UElasticsearch
MEDEEFEZERL TV,

1. FTHAOVRRE-THOY b EERTBICIE. NRAT—RZEELET, THUV M ZRET
3. KafkaDFFADERINE T, TNSDEFFMIE. Splunkd & U'Elasticsearch & DIERL T
FHINEZY, oI a zFERLTNRTD—FEYEY MLETD,

2. Observability 75w b7 # —LRE - FIOFIETER S NiKafkaDFFlZEH L T,
Splunk. Elasticsearch. Grafanaf MCitrix Analytics7 KA V%41 VX b—ILE X UVER L £
ER
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3. TVRR—=FTBT—RARVEDRBIR - DU 3 >ICIE. Observability 7S k7 +—
LICZVZAR—= b EINBZ3T—2N—BRRINET, v arELiUvvorr7—2Y—H
BIVAR—FITBIREDIRY FEERTEET,

SRIYORANTA—=IVARNFTTFIT4OXA™MED X
TS5V OME

Citrix Analytics for Performance % Splunk £fi8 92 & T IRE7 TV ELUVTRI by FH A
RSN T =YV RAT—32% Splunk ICTVRAR—k L. REZ7IVELFTRI by FRED
NTF—=IVREBTBEDRVARZFEZIENTETEFT,

MEDOHRE. FTF—NEV T TS v b T —LISEESNBINIEEAT —XDEEICDOWVT
B T—RIVRR—F ZBRBLTIEEL,

HR—rEhBN—Tay
Citrix Analytics for Performance (&« U TDARL —F 4 > F > X7 LTD Splunk FiE%x=HHR— bk
LTWETY, Citrix &, CNEDARL—FTa4 VIS RATLDRERHAN—3 >0, RIS —
o5 | ZFmIHR—FINTVWAN—g R FRTAIACEEHELE T,

e CentOS Linux 7 LAf%

« Debian GNU/Linux 10.0 L%

e LYRNYMNIVA—TFSA4XVF v IR H—/)N\—7.0 LI

« Ubuntu 18.04 LTS L%

Linux Kernel (64Ew b) ZRL —FT 4 VJ > AT LDIFE. Splunk B R— kT3 Hh—2%)L
N=3 2 FFERLTLIESV, FH#MICDOWVWTIE. Splunk REa XYk ZBBLTLIET

LUF®D Splunk /N\—29 3 > T Splunk S8 = B TE £ 9,

« ATV VIR AYTY b T—REIRX—T v — (IDM)
* Splunk 8.1 (64K v ) LUp&
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GIE =S

Citrix Analytics add-on for Splunk (. Citrix Analytics for Performance DM TDI Y RKRA >+
ICEHRLET. RYRT—JDFAURMIZIVRRAV D HBZ e ZBERL TSV, T
YRRAVEDNT VY IIPT7RLRASEEESNDAREEN DD 7. IP7ELRATIFHR<ITY
RRA Y bRZEERL TS,

IVRRA4>

Kafka 70—H—

XKEV -3y

casnb-0.citrix.c

om:9094

casnb-1.citrix.c

om:9094

casnb-2.citrix.c

om:9094

casnb-3.citrix.c

om:9094

BMES) —T 3>

casnb-
eu-0.citrix.com:9
094

casnb-
eu-1.citrix.com:9
094

casnb-
eu-2.citrix.com:9
094

PO T KFEEEERY —
oay

casnb-
aps-0.citrix.com:
9094

casnb-
aps-1.citrix.com:
9094

casnb-
aps-2.citrix.com:
9094

DECEHIDDT—RY —RATT—RUWBEAVICLEFT. TNICELD. Citrix Analytics for
PerformanceldSplunkii& 7O A ZBIETE £ 75

F—RITORAR— FDERTE

ThoYMERE
1. BE>T—RIVAR—b>NTF—IVRIBHLET,

2. POV MREL IS a>T NRT—FZEELTT7AV Y b 2ERLET. COT7HTY
ME. SplunkRBICHEBERRE 7 712 &ER/T 2 1cHICERINE T,
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Configuration

Account setup v A
Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.
USER NAME PASSWORD * CONFIRM PASSWORD *

""""""""" Reset Password
Observability platform setup for Splunk v e
Select data events for export Ve R

3. BpkE o) w2 L9, Citrix Analytics for Performanceld. #B DA (I —H—%&. KX
b, KafkabEwv %, JIL—T%8) Z#ELET, CNoSDFAZIE— LT, BEOFIE
TSplunkACitrix Analytics 7 R A > Z 8T 2 DICRIITTL 2L,

-

NS DOFEMIIHERBRTH DO, REBBFAICRET ZIHVELNHD XY,

Account setup v %

Observability platform setup for Splunk 4 A

Step 2: Download and install the Citrix Analytics Add-on for Splunk
For detailed instructions, see the Splunk integration documentation.

Step 3 : Configure Citrix Analytics Add-on with the following configuration in the Splunk environment > Add Data page

Username:
Host(s)
Topic name:
Group name:

Select data events for export V4 s

SplunkDFA FTHF—=NEVU T+ 75y T+ —LRE

SplunkHCitrix Analytics 7 RA>Z Ao >O—RLTA YA =TS

-

COF7FIVIETLEa—RRTY,
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Splunk A Citrix Analytics 77 K 4 > &£ 9 % £. Splunk Enterprise E¥E# (3 Citrix
Analytics for Performance D SIETNENT +—I VR T —RERRTEE I, Fi.
Citrix Analytics for Performance DS UXE ENTcT— & % Splunk I IN TV 1D
T—RY—ZAW5DT—REEMTZCHTEET, COBEEMFICED. EHDOY —
ZNSDNT A—=I Y ZXZAFE L. RET7FUELUVTRI by TREOERRK TN
T4—XVRZALEHEZHDTIa>Z2RTTETES,

1. Splunk Forwarder % 7=|& Splunk Standalone IRIEICOJ 4> L £,

2. Splunkbase 54 > O— K $ 3D, Splunk IH'51 >~ k—JLLT. Splunk B Citrix
Analytics 7 R A >Z A A —ILL F T,

Splunkbase 57 U %&A1 VA =)l

1. Splunk A Citrix Analytics 7 A>T 70 )L=R o >O— R L% 7,
2. Splunk Web O R—LR—T T, Apps DREICHIEET7A A% IV v I LFET,

w

. Install app fromfile z 7 Jwv I L XY,
AT >O—RLET77AILERDIFT, Upload 201w L%,

N

Pz

s TRAVODEWN—3 0D H 35513, Upgrade app Z:#IRL TEEST LT,
+ Splunk f Citrix Analytics 7 RF>%Z/N\—2 3> 200 &DOFgioN— 3 >H 5
TYTIL—REB3EEIE. PRAVA VA M=ILTAILEA—D /bin 7 #ILE—NR
ICHBIRDT7AILET LA —%HIBR L. Splunk Forwarder % 7z(& Splunk
Standalone IRIEZ BT IHELNHD £7,
o cd $SPLUNK_HOMES$/etc/apps/TA_CTXS_AS/bin
o rm -rf splunklib
o rm -rf mac
o rm -rf linux_x64

o rm CARoot.pem

o rm certificate.pem

5. TTZUDRTFUVIURIMMIRTEINTVWB =B LE T,
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SplunkALS 7 FV AV A —=ILT B

1. Splunk WebDR—LR—IH 5. +Find More Apps =27 1) w2 LE T,
2. R—T T, Citrix Analytics Add-on for Splunk Z#Z% L £ 9,

3. PTVDMICHB Install 20 ) v I LET,

4. TTIVDBTFTTVUZIMMIRREINTVWB =B LE T,

T—REBEEMTBIHDAIOTYIREY =R TZRET S
1. 77V ZA>A—=JLLT=5. Setupnow z27 ) v I L£T,

0 Install successful
App setup required

You must set up your new app before you can use it

2. ROUVT)EAAILET,

« Citrix Analytics for Performanceh 5 D7 — X WMFREFEINZ A VTV IREY —RZA T,
x

Zh5mo T ElE. Citrix Analytics Add-on for Splunk TIEE TN TWBH D ERL
THIVENHD F£J, FMICDOVTIE. [Configure Citrix Analytics Add-on for
Splunky ZBEBL T 2L\,

« Citrix Analytics for Performance & 7— X ZB&E[TTcW\WA > T v I X,

Citrix Analytics App for Splunk configuration

To configure the “Citrix Analytics App for Splunk™ app please provide the following two basic searches
Enter query to search Citrix Analytics events:

i Index==define your index* 50MrcelyRs =5a5-3l8M.CONSUMES ]

Enter query to search events to correlate with Clirix Analytics events:

Index=<define your index>

Finish App Setup

L1

©
K

E%x5ET 9 3ICIE. Finish App Setup =20 ) v L%,
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Splunk f8 Citrix Analytics 7 K7 > # 1R 3 3

Citrix Analytics for Performance D' 51t SN 78R D& Z £ L T. Splunk A Citrix Analytics
VRADEBRLET, 7 EFUHERBICHERIND . Splunk (& Citrix Analytics for

Performance 51> FDEEEBHBLE T,

1. Splunk MR—L~R—I T, Settings > Data inputs (CBEEIL £,

Messages - Settings -

Activity Help = Find

Add Data

i

Moaonitoring
Console

KMOWLEDGE

Searches, reports, and alerts

Data models
Bvent types

Tags

Fields

Lookups

User interface
Advanced search

All configurations

SYSTEM

Server settings
Server controls
Instrumentation

Licensing

DATA

Forwarding and receiving
Indexes

Report acceleration summaries
Virtual indexes

Source types

DISTRIBUTED ENVIRONMENT
Indexer clustering
Forwarder management

Distributed search

USERS AND AUTHENTICATION

Access controls

2. Local inputs £2 < 3 > T. Citrix Analytics Add-on Z2 ) w2 L%,
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Local inputs
Type Inputs Actions
Files & Directories <] + Add new

Index a local file or monitor an entire directory.

HTTP Event Collector 4] + Add new
Receive data over HTTP or HTTPS.

TCP 8] + Add new
Listen on a TCP port for incoming data, e.g. syslog.

uopP 0 + Add new
Listen on a UDP port for incoming data, e.g. syslog.

Scripts 5 + Add new
Run custom scripts to collect or generate more data.

I Citrix Analytics Add-on I 4] + Add new
Enable data inputs for Citrix Analytics

3 NewZ2 )y I LET,

Settings v Activityv  Helpv | Find

Citrix Analytics Add-on

Data inputs » Citrix Analytics Add-on

filter 25 perpage ~

There are no configurations of this type. Click the "New" button to create a new configuration

4. Add Data X—T. Citrix Analytics #8m7 7 1 JLICEEH TN TV SFlZ AN L £,

Activity = Help ~ Find

Add Data [ ] < Back Next>

Select Source Done

Files & Directories
Upload a file, index a local file, or monitor an entire directory.

Name *

HTTP Event Collector

Name for this Citrix Analytics input
1use to send data over HTTP or

User name *

User name provided during Citrix Analytics configuration.

ure Splunk to listen on a network port
" Password *

Scripts Password provided during Citrix Analytics configuration

Get data from any API, service, or database with a scrip!

Confirm password

Citrix Analytics Add-on

Enable data inputs for Citrix Analytics Host(s)

Combination of three host name ports (comma separated)
provided in the Citrix Analytics configuration file

Topic name *

Topic name provided in the Citrix Analytics configuration file.

Group name *

Group name provided in the Citrix Analytics configuration file.

Debug mode
Enable/Disable debug mode for modular input

More settings

5. TIAIMREEHIXATA XTI BICIE. More settings 27w LTT—2ANEHREL
¥9, WMED Splunk T VT VIR, KAME, V—REATEEETETET,
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Apps ¥ Messages ~ Settings * Activity v Help = Find

Select Source Done

Files & Directories
Upload a file, index a local file, or monitor an entire directory.

Topic name provided in the Citrix Analytics configuration file

Group name *

HTTP Event Collector
Group name provided in the Citrix Analytics configuration file

Configure tokens that clients can use to send data over HTTP or
HTTPS -
Debug mode
Enable/Disable debug mode for modular input
TCP / UDP
Configure Splunk to listen on a netwerk port.
Interval
Scripts
Get data from any API, service, or database with a script. How often to run the script (in seconds). Defaults to 60 seconds.
Source type

Citrix Analytics Add-on

Enable data inputs for Citrix Analytics Tell Splunk what Kind of data this is so you can group it with other data
of the same type when you search. Splunk does this automatically, but
you can specify what you want if Splunk gets it wrong

Setthe source type | Automatic

When this is set to automatic, Splunk classifies and assigns the
sourcetype automatically, and gives unknown sourcetypes
placeholder names.

Host

Host fleld value

Index

Set the destination index for this source.

Index default

6. TR~N] 0 1) v LEY, Citrix AnalyticsD T — R ASIHERL S 11, Citrix Analytics Add-on
for SplunkA IEEE IR SN E L7

ITORAR=BMTEBIT—RARY FEBER

CDEU T aviciE. Observability 75w 74 —LICTIVRR—FENZT—EIH—ERRIN
¥9, v arBlUOIVI T —RY —IANSIIRKR—FTBARYEEFIRTETET, ZOD
BIRICHTREENIIRR— bINTcT—RICRBMENS £T. RRE-EIND T,

SplunkTARY F & MBI B 5%

T RAEERT B . SplunkidCitrix Analytics for Performanceh 5 /X7 #—<Y VA T—R A
NV hDEISEZRIBLE T, BEINIET—FANICEDWVWT, SplunkiREAY R THEBED 1N
YEOBRRERBTET XD,

7 — R T XK — k(/en-us/citrix-analytics/media/pa-observability-steps3.png)
BRERERIIROEATRREINE T,

Splunk-r R > k DjE & (/en-us/citrix-analytics/media/pa-observability-splunk.png)

Ty aVREENMBEVWVEY S 3 ZEITLTVWEAIYS VDY A NZERRTEZI TSI

Splunk-r N> k DEE (/en-us/citrix-analytics/media/pa-observability-splunkl1.png)
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KLty areRndd0>27L:
Splunk-f X > k DB E (/len-us/citrix-analytics/media/pa-observability-splunk2.png)

F—RERDFEMICOWVWTIE. I DARYEDT—EKEE LU Tty g>oARY
FDTF—4218E] #BBLTLIEEV,

SpluNKIREDEFEICDOVWTIE. XD VI ZBRL T LT,

« Citrix Analytics & SplunkD#E&

« Splunk A Citrix Analytics 77 K 4 >, Splunkbase T#!JFrI8E(https://www.citrix.com/blogs/
2021/10/13/introducing-citrix-analytics-app-for-splunk/)

Splunk A Citrix Analytics 7 RZ>D ST a—F1 07

Splunk &' > 2R — RIZT—ZHARRTNGEWVIFER. Splunk A Citrix Analytics 7 B 4 > DEE
RICEBENRELIIBRIE. TNV I FIEZEITLTREZBARL T ZE VL, FMICDOWVT

I TSplunk A Citrix Analytics 77 R 4 > D& EICRE S 2 &) (ja-jp/security-analytics/
troubleshoot-citrix-analytics-for-security-and-performance/splunk-add-on-debugging.html) Z & L
TLIEEL,

x

Splunk E#. Splunk ADT—H T U AR— MIET I HR— bZMKETIHE. £
T4 — RNy IZRHBETIHBSIE. mailto:CAS-PM-Ext@cloud.com ICERRWVWEDHELLET
L\O

ISRATq v —FEE
=

Elasticsearchi®#. ElasticsearchADT—XDIT I RR— b, FlEFT74—R/NwoiI22W0
TlZ. mailto:CAS-PM-Ext@cloud.comiCHERWVEHE LT L,

LogstashT > > % {FH L T. Citrix Analytics for Performance™ % Elasticsearch & i & T &
¥9, COMEICKD. Citrix ITERIED SElasticsearchiC 1 —H'—F—2%E T XR— K LT
BEEM . MO EFa ) T FKFICEBT LD RVARZRFEIENTEET,
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MEDHRE, AT —NEV T TS5y b T4 —LICXKESNBUIBEEHT—XDBEICDOWVT
FLLE T7F—2ITIRR—F1 ZBRLTIREE L,

GIE S

e DRCEDHIDDT—RY —ADT—RNEBEFVICLET, ZNIZKD. Citrix Analytics for
Performanceh'Elasticsearchiie 7O XA =BT A DICIRILBE £ 95

« RDIYRRAY DRy bT—JDFRAIVZAMIZEEFNTVS C EZ2MERBL T,

IYVRRA> b KEV—-I3> BMES) -2 3> T TR HrEER) —
Jary
KafkaZ O—H— casnb-0.citrix. casnb- casnb-
com: 9094 eu-0.citrix.com: aps-0.citrix.com
9094 19094
casnb-1.citrix. casnb- casnb-
com: 9094 eu-1.citrix.com: aps-1.citrix.com
9094 19094
casnb-2.citrix. casnb- casnb-
com: 9094 eu-2.citrix.com: aps-2.citrix.com
9094 19094

casnb-3.citrix.

com:9094

Elasticsearch ¥ &9 3
1. ME>T—AIIVAR—F ICBHLE T,

2. PADMRE £33 YT A—H—RKENRT—RZEBELTTZHIY +ZERLET,
CDT7HIYME MEBICBERRET 7ML 2 &/ 37DICEAINET T,

Account setup v N

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME PASSWORD * CONFIRM PASSWORD *

i e

3. NRT—RHPRDOEBZFH L TVWB I ZREB LTI,
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Password must :
« Be 6 to 32 characters long.

« Contain at least one upper case and one
lower case letter.

« Contain at least one number.

« Contain at least one of these allowed
special characters _@#5%a&*

= Mot contain spaces.

4. Logstash E7 7 MILZER T BICIE. REZVV v I LFET,

Elasticsearch % &% (/en-us/citrix-analytics/media/siem-configure-casp.png)
5. Observability Platformtz 2 > 5 >H'5 [Elastic Search) X 7%:&RL T B 7 71l %EH
orO—kFLFET,

« Logstashi@pk 7 7 - JL: Citrix Analytics for Performanceh 5 LogstashT —XIXET > TV
%z {EF L CElasticsearchiC 1 XY b ZXETB/HDERT—F (A T E2— &
SUVOHEAtEI>aY) HEENTUVET, LogstashiBF 7 7 1 ILDEEIC DWW T,
LogstashRF a2 XY b ZBRL T ETL,

e JKST7 71 JL: SSLEFICHEBRIIBBENSENTULE T,
=
CNE5DT 71 ILICIFEBRBTRD S ENTUVE T, BE2BIHAAICERELTLIET L,

Elasticsearch % 3#3#R(/en-us/citrix-analytics/media/elasticsearch-select-casp.png)

6. Logstashz#R L £ 9,

a. LinuxZE7zlEWindows’R X k¥ IC. Logstashz 1 > X h—=JLL 9, BEFEDLogstash-
VARV AEERTEZEDHTEET,

b. Logstashz 1 VX F—JLLFcRRA NI VT EBESNETA LI MIICRD 7 71 )L %

BEEL X7,
KA VOES T71IVA TFe1LIRIUNZR
DFrv o CAS_Elasticsearch_LogSt Debian & & U RPM /X

ash_Config.config T DA /ete/
logstash/conf.d/
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1

KA UOEE T71IL% T1 LI FUNRZR

Zip BLUY targz 7—HA
PAOL r=§
{extract.path}/config

kafka.client.truststore.jks Debian & U RPM /N
T DHE: /ete/
logstash/ssl/

Zip BK Y targz 7—HA
TDHE:
{extract.path}/ssl

YROX CAS_Elasticsearch_LogSt C:
ash_Config.config \logstash-7.xx.x\confi

9

kafka.client.truststore.jks

Logstash ¥ Y X b —ILINY T =S DT 74 T4 L MUBEICDWTIE. Logstash K
FaXYbEBRLTLETL,

c. Logstash B@E7 71 I ZRE. XDBRIEZITVE T,

i. 77MILDANEIS avIic. ROBHEREADLET,

« NRAT—R:RET 71 I %Z %KY % 7= Citrix Analytics for Performance T{ERL

LIET7ADOY EDNRT— R,

e SSL FSZAMRXMTFPODBAT: SSL US4 7> FIEBBEDHFR,. k. KA T

> £ kafka.client.truststore.jks 7 7 1 JLDIHPAT T,

1nput {
kafka {

)

i

bootstrap_servers => " - . - - - - . -

topics => [ - - 1

group_id => -

session_timeout_ms => 60000

auto_offset_reset => "earliest”

security_protocol => "SASL_SSL"

sasl_mechanism => "SCRAM-SHA-256"

ssl_endpoint_identification_algorithm => ""

sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username='/" . = . ' password='<your password>';"
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

7AILDOBIE IS 3T, KRR MY Y ET-IdElasticsearchhAEITENTWSR IS

AE—=DT7 FLRAZANLET,

Elasticsearchii 71tz ¥ < 3 > (/en-us/citrix-analytics/media/elasticsearch-output-

section.png)
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d. Citrix Analytics for Performance’ 5 8LIEE &7 — R Z ElasticsearchlZiXf§ 9 3 1CId. KX
Y zBESHLET,

RENTET L5, Elasticsearch TCitrix AnalyticsT — 2RI IND & #HER L E T,

LogstashDERE

Logstash@&&E > FILI&. Citrix Analytics for PerformanceX— 54U > O— R TE XY,

LRI gt TV 3Kibana vy > a2 h—RDY > FI)LzHR— ~TE BLogstash/N\1 5o
VEEDODOLTHEBENII—-3 0T,

filter {
json {
source => "message"

remove_field => ["message"]

date {
match => [ "timestamp", "IS08601", "yyyy-MM-dd HH:mm:ss" ]

target => "@timestamp"

filter {
mutate {

copy => ["eventType", "[@metadata][eventTypeIndex]"]
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filter {
mutate {

lowercase => ["[@metadata][eventTypeIndex]"]

output {
elasticsearch {
hosts => ["<your logstash host : port>"]

index => "citrixanalytics-%{[@metadata][eventTypeIndex]}-%
{+YYYY.MM.dd}"

LaIDFREICED E. Logstashld eventType 714 —ILRZFEALT. Ly arvaRY eIy
VARV NERLDA VTV I RICDBL £,

Citrix AnalyticsR— DS XTI VO—R LT 74 ILRRE T 7LD Titery; KT Toutputy

o arEEROAVTUVICEZTHRZ. Logstashh  —EXEZBEFHTET XY,

Kibana®# v > aR—FROH>FIL
Citrix i@t 9 BKibanaX v 2 R—RDHY > TILEA VR—FTEET, CNICIFATHEEN
x99

« XkUwo

. BALFv—F

s Lyl a BLUAVIZANIIFYTLAN)DZEDMDBERLRKRE.
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Ay aR—REE (JSONT 7)L) IE. Citrix Analytics¥ 7 > O— RR=IHh 540 >0O—R
TEET,

Kibanat Y ARZA VR v aR—R I 74 I)L%A4 >V R— b TEE Y, ElasticsearchZ 27 R %
1T 2—TFSAXTHIEOWVWTND T,

Ay aR—R%ZA4>KR—kdBHIIC. Logstash. Elasticsearch., KibanaD&-1 > XX > AHVE
TICEBR TN TED., Kibana®D 1 > 7T v I XABEER—IJ T citrixanalytics 1 VT VI X %R
MCETBRzERLTLLIETL,

Ay aR—REBRINTVWET—FEa—Z2A1 YV R—bF3ICIF. ROFIEZEITLET,

1. BE>RERAST ISV ICBELET,

2. AVR—FZ0 )y o L, BESNTERT7 71 ILICEFN TV BIRME SN ndjson 77
T2 BRLE T,

3. AT arT. FVALBIDTHLWA IS U b =ER ZEIRTEEX T,
4. AVR—b 20 )y I LET,

FROFIEZTT I3 ROBEBRICRENTUVEEL SIS, 420 L WMREFEEAAT TPV bz
RRCEET

[ ] Type Title Tags Spaces Last updated |- Actions
O = Infrastructure metrics - 19 hours ago

] &  Performance metrics - 20 hours ago

] 2  CASP-session-data-view . 20 hours ago

O = CASP-machine-data-view . February 1, 2024

F—=RE1—3R v aR—ROBEELICL>TERIN., BiidDLogstashiB TEZE I N1
DTV IREBRLTVWEY, Ay Pafh—RZzRAKIEHTEIMNELHD £, UTIET >
WA Y aR—RTY,
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® elastic

Dashboards

site  Any

Total Users

337

Users and Sessions

as0

User and session counts

sth 6t 7th
February 2024

Session count by delivery group.

Performance metrics

v

= @  (Q Filter your data using KQL syntax

Delivery Group  Exists

Session count by state
Total Sessions

991

aso

® Unigue count of
userld keyword

® Unigue count of
sessionKey.keyw

Active Terminated

Time Session state

A
Session count by endpoint country

250

o I I

Disconnected

Full screen

Session count by protocol

1000

800
800
a00
200
)
HOX

Session count by Endpoint 0S

Cansole ROP

Session state

350 200
200
250
200
250
200
150
200
150
150
100
100
100
s0
) I )
0 - o ..--—__— o .-———
CUACVA CORE Remote PC - Singapore Unitea States china Australa Canaca Windows (empty) Ancroid i0s
Delivery group Country Endpoint 0S
Max/Avg Session Logon Duration Max/Avg Session Responsiveness (ICARTT)
200 ano
® Average of ® Average of icaRtt
T logonDuration ® 95th percentile
3 ® 95th percentile il of icaRtt
L) g a0
z of logonDuration 2
s £
E I
H &
S wo £ 20
13 Q
=
£ e — - 5
]
] g
£ w0 2 w0
g 8
8
&
Sth sin 7 Bt sin £ stn 7n 8in st
February 2024 February 2024
Time Time
95 Percentile Session Logon Duration breakdown
200 I
® 95th percentile
~ of
0
g
E 150 Duration
2 ® 95th percentile
E
H
S w0 brokeringDura-
§ tion
H ® 95th percentile
£ 5 /\ of gpoDuration
8 ® 95th percentile
@ of
— — _—— hdxConnec-
12:00 18:00 00:00 06:00 12:00 18:00 100:00 06:00 12:00 18:00 100:00 06:00 12:00 18:00 100:00 06:00 1200 tionDuration
Fabruary 5, 2024 February 6, 2024 February 7, 2024 February 8, 2024 February 9, 2024
N ® 95th percentile
Time: of -
Failures by failure type Failures by Delivery Group
&0 200
None H None H
Client H Client H
Connection Connection
60 150
Failure _— Failure
- ® Machine H 2 ® Machine
H Failure g Failure
g @ 0
] ® NoCapacity @ ® NoCapacity £
@ Available “ — Available
“ |
w0 |
1!
'In i 1
- 1 ™ u
PO | | SRR ' w ! - o |

stn 6th
February 2024

95 Percentile Session Logon Duration by Delivery Group

400

Session logon duration (sec)

Remete PC - Miami

7t ot

Time

Session ICARTT (msec)

Remote PC - Singapore LABS Remote PC - Miani LABS Remote PC - San Jose

Delivery Group
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Remate PC - Landon

500

8
2

8
8

8
8

8

0

IMIA2 DF W10 Development

Remole PC - Miami LABS  CVDIBUR CVAD Development

Delivery Group

95 Percentile Session Responsiveness by Delivery Group

Remate PC - Singapore LABS Remote PC - San Jose Remote PC - Miami LABS

Delivery Group
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elastic

= . Dashboards Infrastructure metrics Full screen

= @  Q Filter your data using KQL syntax

site  Any ~  Delivery Group  Any ~
Machine status Machine count by 0S Machine count by Provisioning type
® Unregistered 3 300 00
Total Machines ® Active H
® Ready for H 250
Use
® Failed H
. 200 200
® Maintenance  §
Other H 2 2
£ 150 z 0
] ]
] £
= =
100 100
50
o — o
Windows 10 Windows 2018 Windows 1 Windows 2016 Manual
Machine 0S. Provisioning type
.
Machine count by status Machine count by Agent version
200
® Active oo
® Unregistered
o Failed 2012.00.28051
150

® Ready for U.

@ Maintenance 2006.0.0.26044
Other
230500102
230800120
. . -

Machines
2

2
K]
4
s0 H
H
H
§
I3
£
o
g 8
8 g 8
3 g < = 23030067
H o H o |- =
: a 8 ES & E
P s g 3 e 3
2 H S H - 2203010001166
H & 2 & H
5 g o a
H 2 2
G £ g 19001.0.23058
[ ) N
53
o ° 8 ¥ 8 £
Delivery Groups
¥ Group: Machines
Max / Avg CPU Utilization Max / Avg Memory Consumption
70 . 100
! ® Average of ® Average of
' percentCpu memoryCon-
: ® 95th percentile — sumptionPercent
i of percentCpu P & 95th percentile
: & of
E ' 5 memaryCon-
£ ! a 60 sumptionPercent
£ ! E
® i H
3 | H
= " S
El ] "
E ' S w0
S T Ne—— T N————— T N—— T N——
5 H
]
=
20
o o
stn st 7 amn am stn sin n an
February 2624 February 2024
Time
Max / Avg CPU Utilization by Delivery Group Max / Avg Memory Consumption by Delivery Group
0 100
® Average of per.. ® Average of me
o ® 95th percentile... ® 95th percentile.
- g ®
2 €
2w
£ £
g
2 60
E
i H
H ]
5
S w0
2 ES
3] H
5
o I = 20
‘ u J
o . . N N ° -
3 B g g % 8
2 ; g 5 h g z ] 3 s x = g ] Y
& < z K 3 S © 2 2 3 3 H 5 = £
E) 3 H ] 8 g H E - 5 = S g 8
s 2 z H £ g Z 3 - ] £ 5]
g F : = [+ H s Y = o a & <
L o Q El z o E 3 o -4 2 E4 E
: O - - o g : 5 & g
B s : 5 5 5 & 2 s § E
2 & . & o s s £ 3
o g g H £ g
e H & 2 g -
i g ©
5 ]
g
3
Delivery Group Delivery Group

T—REXDA /AT ZYIDEZXD

Citrix Analytics for Performanceh" 18 7 7 7 L Z %{%$ % L. Elasticsearch® 7 — R ERIEH A >
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Citrix Analytics for Performanceh*5 D75 — R ERiX % Z1ET B ICIS ¢

1. TE®E > T—FITIRAR—b IIBELFT,
SREZEMITBICE. FTIVREYZFTICLET, T7 4TI T8GR

2. 7—
BICAMICHE>TWVWET,

SIEM%{E 2 1) 7 (len-us/citrix-analytics/media/siem-turn-off-casp-elastic.png)
3. MRDI-DDEEFE V1V RIUDVKRREINET, F—REXBEAIICTSI 27Uy LT,
KETITAETZFELELET,

SIEMX{E 2 1) 7E & (/en-us/citrix-analytics/media/siem-turn-off-warning.png)

T—RAXEZBEBEEMITBRICIE. FTILREZYZFICLET,

GrafanaiEE
=

GrafanaE#. GrafanaNDT—R LTI AR—b. FET1s—RNvIDREICETZH
R— M ZKFET B ICIE. mailto:CAS-PM-Ext@cloud.comicHBRIVVEHLE LT LY,

Promtail T—> 1> FZfEH 9 % . Citrix Analytics for Performance™% Grafana & fi &
TEEI, COMBICKD. Citrix ITBEBEHISDEYS aVYT—REAVITISANSIF Y
T—R%ZGrafanalc TV AR— b LTREEMITE N TEERY, £l MEiEotz+aV
TAEFICOWTEDRVARZR/DIENTEET,

MTFICBET2FMICOVWTIE. 72T JXR—b] Z28BLTLIZEL,
- MEDFR

s FTH—=NEUT1 TZY b T+ —LISKEINZNWIBEAT —XDELE

ClE o Jas
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s LMTFOIYRRAY DRy bT—ODFRAVRMIBENTVS 2B LTI TE L,

87


mailto:CAS-PM-Ext@cloud.com

CITRIX ANALYTICS FOR PERFORMANCE™

Grafana ¥ #iET 3

IVRRL2F

Kafka7 O—Hh—

KEU—S 3>

casnb-0.citrix.

com:9094

casnb-1.citrix.

com: 9094

casnb-2.citrix.

com: 9094

casnb-3.citrix.

com: 9094

BMES Y —T 3>

casnb-
eu-0.citrix.com:

9094

casnb-
eu-1.citrix.com:

9094

casnb-
eu-2.citrix.com:

9094

7O TR —

Jayv
casnb-
aps-0.citrix.com
19094

casnb-
aps-1.citrix.com
19094

casnb-
aps-2.citrix.com
19094

MUTD7—+F2F¥XiL. Citrix Analytics for Performance H\5 Grafana AJ&RAINE TS v +
T4 —LADT—2DRNZEFHALTLET,

Grafana 77— 77 F + (len-us/citrix-analytics/media/grafana-integration.png)

T—=RIVAR—=ETHIOV DY TV
1.

2.

BME>T—HITIAR—F ICBEFLET,

PADYRRE) €723 T A—HF—RENZAT—RZEELTTAY Y b2ERL F
To COTATY BRI MBICHEL Promtail RET 7ML TERAINE T,

Account setup

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME

splunkAdmin

PASSWORD *

CONFIRM PASSWORD *

INZAT—RHAEARDOEGEZmIELTWBR e ZBER LTIV,
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Password must :
« Be 6 to 32 characters long.

« Contain at least one upper case and one
lower case letter.

« Contain at least one number.

« Contain at least one of these allowed
special characters _@#5%a&*

= Mot contain spaces.

Promtail %7€

Promtail (&, O—AIOTDOHNB%E 541 R— 7 Grafana Loki VXAV R FT=IE
Grafana CloudiZiXf§ 92 I—>2 x> T9Y, Promtail Agent |&. Docker. Helm. apt. X7:=l&
FFTAIVAN=ILTEET,

Promtailld. @&config.yaml EMEEINBYAMLT 7 1L TERESNE T, CDYAMLT 71 )LIC
&, Promtailtt —/N\N—ICBT 3188 MUBDOREFSHA. LV T77MIho0dzXoL1EYD
TRHENTENTUVET,

LRI Citrix Analytics for Performance®*5 L 1— R ZBEE 9 37D Promtail XU L1 T&&
EDFTY,

scrape_configs:
- job_name: kafka
kafka:
brokers:
- [Citrix Analytics Kafka broker1]

- [Citrix Analytics Kafka broker2]

topics:
- [Citrix Analytics for Performance Kafka topic]

group_id: [Citrix Analytics Kafka group ID]

authentication:
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type: sasl

sasl config:
mechanism: SCRAM-SHA-256
user: [Citrix Analytics Kafka account username]
password: [Citrix Analytics Kafka account password]
ca_file: [Path to the Citrix Analytics certificate file (.pem)]
use_tls: true
insecure_skip_verify: true

labels:
job: kafka_casp
relabel configs:

- action: replace

source_labels:
- _ _meta_kafka_topic

target_label: topic

pipeline_stages:

- match:
selector: '{job = "kafka casp"} |= "sessionKey"'
stages:
- json:
expressions:

eventType: eventType
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siteName: siteName
deliveryGroupName: deliveryGroupName
protocol: protocol
timestamp: timestamp
- timestamp:
source: timestamp
format: 2006-01-02T15:04:05Z
- labels:
eventType:
siteName:
deliveryGroupName:
protocol:
- match:
selector: '{job = "kafka_casp"} != "sessionKey"'
stages:
- json:
expressions:
eventType: eventType
siteName: siteName
deliveryGroupName: deliveryGroupName

machineName: machineName

timestamp: timestamp
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- timestamp:
source: timestamp
format: 2006-01-02 15:04:05
- labels:
eventType:
siteName:
deliveryGroupName:

machineName:

LEEDREICEDE. Promtail (FCitrix Analytics 7 00— —IZ#&H: L. Citrix Analytics for
Performancel d— REZHEEBEL X9, JHEINKatkakEw ZICIE. Ty aryLd—ReTY>
YLOA—RHAFENF TS

Promtail (&. eventType INILEZFERALTEY>a eI OFEMZDBL £IHN
siteName X° deliveryGroupName DK DB INILBHEMLET, IRV NDEALRAZVT
T4 —ILRIFEBIT SN, Loki ICRESNTVWEOJ7 DREMNAKREEEZ LEZSFLET,

FROBRETEREINTVWBARAEZT 7 77 LIE. ROFIETHY>O—RTEXY,

1. Citrix Analytics > BE > T— XTIV AR— b > X aUTrIIBEBLE T
2. SEMBERERT>Z 0 )y o L. T#pt) 77 a>z8RLET,

3. PEM7 71 IILEZAT>O—K L. Promtail T— T2 b2 KRAMTBAURATLICREFELE
ED
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@

Summary Configuration

g View Data Export Quick Guide

Account Setup <

SIEM Environment Setup ~

Step 3-Choose one SIEM environment

Splunk Azure Sentinel (Preview) ‘ I Elastic Search |

Step4 - Prepare to integrate with other solutions that use the Logstash event pipeline

From Citrix Analytics, download the Logstash configuration file and kafka.client.truststore jks file

o Download IKS Fils

& Download PEM File

Grafana¥ v > 2R— RG> 7L
Citrix M@t g BGrafanad v > a R— R DY > FILZ A Y R—FTEET, CHNUSIFUATHREEN
=S

« XKUvwo

s Z1LF¥—+h

e Ty aVvELUAMVTSAMSIFvDTLAMIICEAT S ZDMOENGHRE L,

Ay aR—REZE (JSONT 71JL) &, Citrix Analytics¥ 7 > O— RR=IHB AT >O—R
TEEY,

Ay aR—RIT7AI)LIE. GrafanaZ 2T REFRIZIVZ—TSAXT7HT Y OownwdFnho
Grafanaf VXAV RIZAVR—NTEET,

Ay aR—RuEAVR—M$381IC. GrafanaT Loki T—4& Y —XR@YICER I TWE
CEBERLTLIETVL, By aR—RDAVR— MRS, Loki T—&2Y —XXEFERTDLS
RKOGNET, v aR—RHAVR— SN, GrafanaTH v a2 R—RERRTEE

ER

YOTINA Yy aR—RIEFRODEED T,
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Home > Dashboards

Job Name  kafka_casp ~ Delivery ¢

Total Users Total Sessions Session count by state Session count by protocol

Users and Sessions (HDX only)

N
A J\IX_J\/\"\/
100

09:00 12:00
= Users == Sessions

15:00 03:00

Session count by delivery group

Remote PC - Miami LABs
CVD\BUR CVAD Development
Remate PC - London

Remote PC - Singapore

Remote PC - Singapore LABs
Remote PC - San Jose
SVD\MIA2 DF W10 Development

Remote PC - Miami
Sessions

Session failures by failure code

09:00 10:00 11:00 12:00
== Connection timeout == VDA not functional

13:00 14:00 15:00 16:00

Session failures by failure code and reason

VDA not functional

None == Machine Failure

Max / Avg Session Logon Duration

Session count by country

State Sessions

Disconnected 120

Active 80

RDP

Sessions

United States Windows

Unknown
United Kingdom Unknown
India Macintosh

Greece

China

Australia

17:00

HTML5

Unix / Linux

Ukraine
i 108
Poland

Japan MAC

18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00

Session failures by failure code and delivery group

Remote PC - Singapore LABs : 2
Remote PG - Miami LABs [ NNNNNNN 2

03:00

Session count by Endpoint OS

04:00

05:00

06:00

o 7 2 3

Connection timeout

== VDA not functional == Connection timeout

Max / Avg Session Responsiveness (ICARTT)

1 min

5 mins
3.33 mins

1.67 mins

10:00 12:00 14:00 16:00 18:00
== Max Logon Duration == Average Logon Duration

20:00 22:00 00:00

Avg Session Logon Duration breakdown

1 min

] S E—

0ms — = -

&

Console

07:00

02:00 04:00 06:00 08:0 10:00 12:00 14:00 18:00

== Max ICARTT == Average ICARTT

16:00 20:00

00:00

02:00

04:00

06:00

09:00 10:00 11:00 12:00 13:00 14:00
== Authentication == Brokering == VM Start == Profile Load

15:00 16:00

Avg Logon Duration by Delivery Group
Remote PC - Singapore .

Remote PC - Singapore LABs
Remote PC - San Jose

Remote PC - Miami LABs

Remote PC - London

CVD\MIAZ2 DF W10 Development

CVD\BUR CVAD Development

0s 1.25 mins
= Logon Duration

HDX Connection

2.50 mins

17:00 18:00 19:00 20:00
Interactive Sessions == GPO

21:00 22:00 23:00 00:00 01:00 02:00

Avg Session Responsiveness by Delivery Group

Remote PC - Singapore .
Remote PC - Singapore LABs |

Remote PC - San Jose

Remote PC - Miami LABs -
———

CVD\MIA2 DF W10 Development ‘

CVD\BUR CVAD Development -
3.75 mins 0ms

== ICARTT

03:00

04:00

05:00

06:00
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Home > Dashboards

JobName | kafka_casp v Site  All v v All ~ Machine = All v

Total Machines Machine count by state Machine count by OS Machine count by Provisioning type

Windows 10 Rearoe]
Ready for Use

Active Windows 2019

Windows 11

Unknown
Windows 2016

= Active == Unregistered Ready for Use

Maintenance Unknown il

Machine count by state Machine count by Agent Version

22120077

2012.0.0.28051
2006.0.0.26044
2305.0.0.102
Unknown
2308.0.0120
. 2305.0.1.124
[ — — — =

Clg e Clg

V4 1Cvy
7 Co Coy
ADDEV%D RE op RE

2203.0.0.33220
R R R R R R R
CMotepe —;:m% Po_ Motepe “Motapn Motap | “Motepn | MOte pp

Cly Cy Cy Cly
s ; . . Dl be Wﬂwm ENng Dlayg Tess DlBug ¢,
"aPore a N92Pore 2 Joge famj tagy iamy lon 10 p,
s

Lond 2303.0.067

Pp ¢,
e ayer,
Velopme, Fering PRopy ent

- Unregistered == Active Ready for Use Maintenance 2203.01000.1166

Machine states
siteName Delivery Group * Machine 0s Agent Version State Active Sessions
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC201 Windows 2016 2212.0.0.77 Maintenance 0
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC205 Windows 2016 2212.0.0.77 Maintenance 0
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC101 Windows 2016 2212.0.0.77 Maintenance
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC104 Windows 2016 2212.0.0.77 Maintenance
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC204 Windows 2016 2212.0.0.77 Maintenance

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC102 Windows 2016 2212.0.0.77 Maintenance

Max / Avg CPU Utilization Max / Avg CPU Utilization

CVD\BUR CVAD Development [
CVD\BUR Test [

CVD\MIA2 DF W10 Development F

[
Remote PC - London [

Remote PC - Miami LABs [ —

Remote PC - Miami Il

Remote PG - San Jose e

Remote PC - Singapore LABs [
Remote PC - Singapore [
0230 0300 0330 0400 0430 0500 0530 0600  06:30 0700 0730  08:00 0% 0% 20% 30% 40% 50% 60% 70% 80% 90X 100!
— Max CPU Utllization = Average CPU Utilization = Max CPU Utlization == Avg CPU Utilization

Max / Avg Memory Consumption Max / Avg Memory Consumption

100%

Remote PC - Singapore |

Remote PC - Singapore LABs

Remote PC - San Jose |

Remote PC - Miami |

Remote PC - Miami LABs

Remote PC - London |

CVD\MIA2 DF W10 D I

CVD\BUR CVAD Dx [
0230 0300 0330 0400 0430 0500 0530 06:00 06:30 0700 0730  08:00 0% 01% 02% 03% 04% 05% 06% O07% 08%
= Max Memory Consumption == Avg Memory Consumption = Memory Consumption (max) == Memory Consumption (mean)
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machineSid

machineName
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}
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onKey,sessionScore,sessionState

WARE R https://{{endpoint}}/casodata/sessions?
year=2023&month=04&day=14&%$select=sessi
onKey,sessionScore,sessionState&$orderby=s
essionScore desc

LAz https://{{endpoint}}/casodata/sessions?
year=2023&month=04&day=14&3$select=sessi
onKey,sessionScore,sessionState&$top=1

iRy &R https://{{endpoint}}/casodata/sessions?
year=2023&month=04&day=14&%$select=sessi
onKey,sessionScore,sessionState&$top=10&$
skip=20

T https://{{endpoint}}/casodata/sessions?
year=2023&month=04&day=14&3$count=true

T1ILE— https://{{endpoint}}/casodata/sessions?
year=2023&month=04&day=14&%$select=sessi
onKey,sessionScore,sessionState&$filter=sess
ionScore ne 20

=+

$select 7 7> q VDEICAR—IEZEBIMLAWVWTLIEE0,
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$filter JBHF L B

CAS ODATAAPI (&, S$filter £ 7> 3 IC LT MUTF® OData sHIEEE F & XFH K E HR—
FLTWEY,

A7 HETF BTN

mIEEET eg/ne/gt/lt/le/ge https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&%select=sessionKey,sessi
onScore,sessionState&$filter
=sessionScore ge 20

17
frit

https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&$select=sessionKey,sessi
onScore,sessionState,deliver
yGroupNamed&$filter=not(deli
veryGroupName eq null)

and/or https:/[{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&3$select=sessionKey,sessi
onScore,sessionState,logonD
uration&$filter=sessionState
eq '5' and (sessionScore le
20 or logonDuration gt
19.914)

in https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&$select=sessionKey,sessi
onScore,sessionState,logonD
uration&$filter=sessionState
in ('5','3")

FENGZW https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&3$select=sessionKey,sessi
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A7 HETF BT

onScore,sessionState,logonD
uration&$filter=not
(sessionState in ('5','3"))

XF5REE =58 https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&$select=sessionKey,sessi
onScore,sessionState,deliver
yGroupNameg&$filter=contain
s(deliveryGroupName,'PRD")

~TIE> https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&$select=sessionKey,sessi
onScore,sessionState,deliver
yGroupName&$filter=not
endswith(deliveryGroupName
,,CVAD Development’)

~THDD https://{{endpoint}}/casodata/
sessions?
year=2023&month=04&day=
14&$select=sessionKey,sessi
onScore,sessionState,deliver
yGroupNameg&$filter=startswi
th(sessionKey,'09¢3268e")

IVFa4 T eT—32EB%E
UTFD3IDDCAS/INT A —X VATV TA4 T4 R— SN TUVLET,
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XAT—2ZBEBL. TECHBWVWK O DHERIRLTIIVERITLET
1. XATF—2DEK

VI I +DF:

curl --location 'https://api.cloud.com/casodata/$metadata’ \

--header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzIINiISInR5..... '
\

--header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

L XK ZDH:

<?xml version="1.0" encoding="UTF-8"?>

<edmx:Edmx Version="4.0" xmlns:edmx="http://docs.oasis-open.org/odata/
ns/edmx">

<edmx:DataServices>

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm"

Namespace="cas.odata.v1l">

<EntityType Name='"session">

<Property Name="timestamp" Type="Edm.String"></Property>

<Property Name="sessionKey" Type="Edm.String"></Property>

<Property Name="sessionScore" Type="Edm.Double"></Property>

<Property Name="sessionState" Type="Edm.String"></Property>

<Property Name="sessionLaunchStatus" Type="Edm.Int32"></Property>
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<Property Name="sessionLaunchStatusCustom" Type="Edm.String"></
Property>

</EntityType>
<EntityContainer Name="Container'">

<EntitySet Name="sessions" EntityType='"cas.odata.vl.session"
IncludeInServiceDocument="false"></EntitySet>

</EntityContainer>
</Schema>
</edmx:DataServices>

</edmx:Edmx>

2. VI %RITIB7=0IC. sessionKey . sessionScore . H&U sessionState D%
BIRLET

VI I EDF:

curl --location 'https://api.cloud.com/casodata/sessions?
year=2023&month=04&day=148%24select=sessionKey%2CsessionScore%

2CsessionState' \

--header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzIINiISInR5..... '
\

--header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

L AR ZDH:

"@odata.context":
"$metadata#sessions(sessionKey, sessionScore, sessionState)/$entity",
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"value": [

"sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",

"sessionScore": -1.0,
"sessionState": "2"
}

"sessionKey": "ff0504e3-0867-414a-b0b2-beb73f06fdad",

"sessionScore": 0.0,

"sessionState": "5"

EEShIHDIRTOT—RER—IR—>3 VTR S
JTUDT T )Lk OFIRIF1I00047T

IA—H—F. JTVORRITEHIRT 27DIC $top 72 a>VDEZRETCETET, CO>F
VATIE. 7TV BREDTRISRDR=AD) Y IODREENE T,

DO +DF -

curl --location 'https://api.cloud.com/casodata/sessions?
year=2023&month=04&day=14&%24top=100" \

--header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzIINiISInR5..... "\
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--header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

BEDH
{
"@odata.context": "$metadata#sessions/$entity",
"value": [
{

"timestamp": "2023-03-28T00:00:00.000Z",

"sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",

"sessionScore": 79.0,

"sessionState": "2",

"sessionType": "O",

"userName":
"81d0260b529c11fbb05c8dfabb3d312182e6af9deecfc6c036768df2ed3c3a39",

"sessionStartTime": "2023-03-28T17:38:38.000Z2",

"machineName" :
"253f6a031c9b65chb7bcc3f137b9878fefeffef010757aec54420776a0d2dd71",

"deliveryGroupName": "CVD\\BUR CVAD Development",

"logonDuration": 18.69,

"brokeringbDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,
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"authenticationbDuration": 0.0,
"gpoDuration": 0.0,
"logonScriptsDuration": 0.0,
"profileLoadDuration": 0.0,
"interactiveSessionsDuration": 0.0,
"siteName": "cloudxdsite",
"icaRtt": 125.38,

"reconnects": 0.0,

"wanLatency": 0,

"hostDelay": O,

"dcLatency": 0O,
"endpointLocationCity": null,
"endpointReceiverVersion": "21.6.0.47",
"endpoint0S": "Windows",
"endpointLocationCountry": null,
"endpointLinkSpeed": -1.0,

"endpointName":
"64368231b5d925e40d67449640cal10e9658f63eef37d2579b09b975¢cc7f7e88",

"endpointIP":
"850a4b2abc159a2f7d44dac564bdaf6afadoc558a070a2681f5cc0elaa81991c",

"vdaIP": null,

"gatewayFQDN": null,

"connectionType": "External",
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"connectorName": null,
"connectorGatewaylLatency": 0.0,
"networkInterfaceType": null,
"isp": null,

"sessionLaunchType": "ICA",
"throughputBytesReceived": -1.0,
"throughputBytesSent": -1.0,
"inputBandwidthConsumed": -1.0,
"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,
"networkLatency": -1.0,
"outputBandwidthUtilization": -1.0,
"siteId": "©90e20c8-c852-4a92-9b3f-dfb8d8b2ab61",
"sessionLaunchStatus": 0,

"sessionLaunchStatusCustom": "Succeeded"

iy

"timestamp": "2023-04-14T00:00:00.000Z",
"sessionKey": "ff0504e3-0867-414a-b0Ob2-beb73f06fdad",
"sessionScore": 0.0,

"sessionState": "5",
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"sessionType": "0O",

"userName":
"aed8a56c38d5d2824d8699a48cdd1b19eb3b16f135c8d61bf2cd6acd465aa998",

"sessionStartTime": "2023-03-09721:39:51.0002",

"machineName":
"5603b4dcad97424b6329caccc9cc6ad949b764bbcOO@15bc6e2a2b4938e4be954",

"deliveryGroupName": "Remote PC - Miami LABs",
"logonDuration": 0.0,
"brokeringbDuration": 0.0,
"vmStartDuration": 0.0,
"hdxConnectionDuration": 0.0,
"authenticationbDuration": 0.0,
"gpoDuration": 0.0,
"logonScriptsDuration": 0.0,
"profileLoadDuration": 0.0,
"interactiveSessionsDuration": 0.0,
"siteName": "cloudxdsite",
"icaRtt": 0.0,

"reconnects": 0.0,

"wanLatency": 0,

"hostDelay": O,

"dcLatency": 0O,

"endpointLocationCity": null,
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"endpointReceiverVersion": null,
"endpoint0S": "Windows 10",
"endpointLocationCountry": null,
"endpointLinkSpeed": -1.0,
"endpointName": "Precision 5550",

"endpointIP":
"e74dbbbd20d20f971c0254c6680aad800ad3932c4740544h39a42bb422424272",

"vdaIP": null,

"gatewayFQDN": null,
"connectionType": "External",
"connectorName": null,
"connectorGatewaylLatency": 0.0,
"networkInterfaceType": null,
"isp": null,
"sessionLaunchType": "ICA",
"throughputBytesReceived": -1.0,
"throughputBytesSent": -1.0,
"inputBandwidthConsumed": -1.0,
"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,
"networkLatency": -1.0,

"outputBandwidthUtilization": -1.0,

133



CITRIX ANALYTICS FOR PERFORMANCE™

"siteId": "0©90e20c8-c852-4a92-9b3f-dfb8d8b2ab61",

"sessionLaunchStatus": 0,

"sessionLaunchStatusCustom": "Succeeded"

}

1,

"@odata.nextLink": "https://api.cloud.com/casodata/sessions?

year=2023&month=04&day=148&%

24skip=100&%24top=100"

BEDEY> 3 YDIRTDT—REBIET S (sessionkey TT—RZ T IR Y
)
JOTZX DB :

curl --location 'https://api.cloud.com/casodata/sessions?
year=2023&month=04&day=14&%24filter=sessionKey%20eq%20%

27009e7f0f-5707-4083-934f-24d8ad5e91f8%27"' \
--header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzIINiISInR5..... "\
--header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

ISEDH)
{
"@odata.context": "$metadata#sessions/$entity",
"value": [
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"timestamp": "2023-04-14T00:00:00.000Z",

"sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",

"sessionScore": -1.0,
"sessionState": "2",
"sessionType": "0O",
"userName":

"81d0260b529c11fbb05c8dfabb3d312182e6af9deecfc6c036768df2ed3c3a39",

"sessionStartTime": "2023-04-05T17:32:45.000Z",

"machineName" :
"253f6a031c9b65chb7bcc3f137b9878fefeffef@10757aec54420776a0d2dd71",

"deliveryGroupName": "CVD\\BUR CVAD Development",

"logonDuration": 21.2,

"brokeringbDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,

"authenticationDuration": 0.0,

"gpoDuration": 0.0,

"logonScriptsDuration": 0.0,

"profileLoadDuration": 0.0,

"interactiveSessionsDuration": 0.0,

"siteName": "cloudxdsite",

"icaRtt": 0.0,
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"reconnects": 0.0,

"wanLatency": 0,

"hostDelay": O,

"dcLatency": 0O,

"endpointLocationCity": null,
"endpointReceiverVersion": "21.6.0.47",
"endpoint0S": "Windows",
"endpointLocationCountry": null,
"endpointLinkSpeed": -1.0,

"endpointName":
"64368231b5d925e40d67449640cal110e9658f63eef37d2579b09b975¢cc7f7e88",

"endpointIP":
"8dbacd9197f4d3dc068fd44b4837828f8e10a19358b14e96d439cfc82042b70f",

"vdaIP": null,

"gatewayFQDN": null,
"connectionType": "External",
"connectorName": null,
"connectorGatewaylLatency": 0.0,
"networkInterfaceType": null,
"isp": null,
"sessionLaunchType": "ICA",

"throughputBytesReceived": -1.0,

"throughputBytesSent": -1.0,
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"inputBandwidthConsumed": -1.0,
"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,

"networkLatency": -1.0,
"outputBandwidthuUtilization": -1.0,

"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab6l",
"sessionLaunchStatus": 0,

"sessionLaunchStatusCustom": "Succeeded"

BWEODHDIRTODT7V T4ty arehoobd3
DI DA :

curl --location 'https://api.cloud.com/casodata/sessions?
year=2023&month=04&day=14&%24count=true&¥%24filter=sessionState%

20eq%20%275%27 "' \
--header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzIINiISInR5..... "\
--header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

SEDH :

207
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1. Citrix Cloud™ 71 X% <% —ID (CCID)

2. ©/'O0—/\JLCAS ODATAAPITZ Y R/R- > : https://api.cloud.com/casodata
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3. Citrix Cloud AP1Z 514 7> ko
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let

customerId = "placeholder_customerId",

// get citrix cloud API credential (bearer token)
tokenUrl = "placeholder_tokenurl",

headers = [

#"customerid" = customerlId,

#"Content-Type" = "application/x-www-form-urlencoded",
#"Accept" = "*/*"

1,

postData = [

grant_type = "client_credentials",

client_id = "placeholder_ApiClientId",

client_secret = "placeholder_ApiSecretKey"

1

response = Json.Document(Web.Contents(tokenUrl, [Headers = headers,
Content = Text.ToBinary(Uri.

BuildQueryString(postData))])),

// get the CC bearer toekn from the response

token = "CwsAuth bearer=" & response[access_token],

reportDate = DateTime.AddZone(RangeStart, 0),

reportDateYear = Number.ToText(Date.Year(reportDate)),

reportDateMonth = Number.ToText(Date.Month(reportDate)),
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reportDateDay = Number.ToText(Date.Day(reportDate)),

// CAS ODATA API endpoint and ODATA query. Sample below will retrieve
active sessions (non-terminated)

// apiURL = "https://api.cloud.com/casodata/sessions?
$filter=SessionState ne '3'",

apiURL = "placeholder_OdataApiurl",

// have to separate api queries below to make PowerBI happy

apiQuery = [
#"year" = reportDateYear,
#"month" = reportDateMonth,

#'"day" = reportDateDay

1

apiHeaders = [

#"Authorization" = token,
#"Citrix-CustomerId" = customerId
1,

Source = OData.Feed(apiURL, null, [Query=apiQuery,
Headers=apiHeaders]),

#"Filtered Rows" = Table.SelectRows(Source, each [Timestamp] >=
DateTime.AddZone(RangeStart, 0) and [Timestamp] <=
DateTime.AddZone(RangeEnd, 0))

in

#"Filtered Rows"

5. U1 MIEDVWT, ROTL—RFIINA—ZEBEIHIET,
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« Placeholder_customerld: B&Z&ID

« placeholder_tokenUrl: #iig{[EH DCC

SasFURL

https://api.cloud.com/cctrustoauth2/root/tokens/clients

« placeholder_ApiClientld: APIZ 5 77> kD

« placeholder_ApiSecretkey: APIZ 147> b= Lw bF—

« placeholder_OdataApiUrl: = 7> 3 > MDODATAY T 1) % 5 CAS ODATARAPI URL (f:

"https://api.cloud.com/casodata/sessions?$filter=SessionState ne '3'" )
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o 2 3 advanced Editor x HH nn [0 Use First Row as Headers ~ 2 Append Queries + | <@ Vision
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Settings for cas-odata-api-prod1

View dataset (1

Last refresh succeeded: 7/6/2023, 8:46:29 AM
Mext refresh: 7/7/2023, 8:30:00 AM
Refresh history

4 Dataset description

Describe the contents of this dataset.

500 characters left

I Gateway connections
P Data source credentials
P parameters

4 Refresh
Configure a refresh schedule

Define a data refresh schedule to import data from the data source into the dataset. Learn more
@ on

Refresh frequency

| Daily M

Time zone

| (UTC+08:00) Beijing, Chongqing, Hor |

Time

8 v[30 v|am v|x
T—RY—ADERE®R £/ 3>TT—R2Y—ROBERT7 VLR %ZER L. BHETAMEX
FyTZERLTH S, ROKSICHIM4> 20y I LET,
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Configure cas-odata-api-prod1

https://fapi-us.cloud.com/casodata/sessions?Hfilter=5ession5tate ne

Authentication method

Anonymous hd

Privacy level setting for this data source

Organizational b

ﬂ Skip test connection

RODT—R2Ey FOBEFHTIIBET — 4TI ENBZ . KEDDDBIZEDHD XTI, £
DEDBREHTIF. RFDOIADOT—ZDAHNTILENET, COBEHE. siotr>arT
BOBEHRIS—ICRELILEEDIITONE T,

BEHBEIIRDESICBD T,

Refresh history X

Scheduled OneDrive Direct Lake

Details Type Start End Status Message

Scheduled T/6/2023, B:30:20 AM  7/6/2023, 846:29 AM  Completed
On demand 7/5/2023, TAT33 PN 7/5/2023, 72750 PM Completed
On demand 7/5/2023, 20245 P 7/5/2023, 21837 PM - Completed
On demand 7/5/2023, 1:47:08 PM - 7/5/2023, 2:02:43 PM  Completed
On demand T/5/2023, 113145 PN 7/5/2023, 1:42:46 PM Completed
On demand 7/5/2023, 12102 PM 0 7/5/2023, 1:31:43 PM - Completed
Scheduled 7/5/2023, 830023 AN 7/5/2023, 8:55:01 AM Completed

Shoaa M Aarmand TSI ANATN PR 77420233 10rd3071 PRA - Failad Srhadilad rafrach has haan dicaklad

Close

FEFHET T5 L. Power Bl ICT—2Z BEINICHGHICTIILTEDR L SICRD XY,
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[4 File ~ 1— Export ~ & Share K ChatinTeams Q Getinsights B@ Subscribe toreport ¢ Edit --- e 0~ o~ c B
UserName Count of sessions by Type Count of Sessions by Endpoint Location
P Search EndpointCou... ®(Blank) ® Algeria ®Argentina ®Australia ¥
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- ®Desktop 5
3
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2= t 2Fc 2 ES5 5 28 S 33
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EndpointCity
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R Search Average of SessionExperience by Timestamp and DeliveryGroupName
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DeliveryGroupName
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B EMEA Managed Desktop

B NA Managed Desktop

[C] UAT - EMEA Managed Desktop
[C] UAT - NA Managed Desktop
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Average of SessionExperience
g
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Performance Analytics D EIBEEO—I)L %
T2

J5C:

2023F 7B L%, Microsoft & Azure Active Directory (Azure AD) % Microsoft Entra ID (Z5 %R
ZELFLTco CORFaX2MTIE Azure Active Directory. Azure AD. F7zld AAD A\
DE RlE$ AT Microsoft Entra ID %35 L £ 9%

Citrix Cloud DEEE X LT, BB TV EXMERZROHE. O 1—H—F7id Azure
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AZXZLO=IILOWVWTNDZEIDE TR ENTEXT,

Performance Analytics - T2 BI#& - Performance Analytics @ Citrix Cloud™ EEE|ZRSE
BTV AERZEIDETE T,

Performance Analytics - Bt D EREEE - Performance Analytics O Citrix Cloud EIE#&
ICEARDERT7 I XEREZZDLHTET,

Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.

® Switching to custom access will remove management access to certain services.

Select all | Deselect All

= Analytics 10of 5roles selected v

Performance Analytics - Full Administrator
Performance Analytics -Read Only Administrator

Security & Performance Analytics -Read Only Administrator
Security Analytics -Full Administrator

Security Analytics-Read Only Administrator
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Users with Connected HDX Sessions

809 Total Unigue Users -~

Total Unique Users 809
Users with atleast 1 Connected HDX Session TT7(96.04%)
Users with only Disconnected HDX Sessions 12 (1.48%)
Users with only Console and RDP Sessions 20(2.47%)
Inlast 1 month : rrr | Alb
Total users 24.07%

3 8 2 6 (94.919%)

Connected HDX Sessions
4031 Total Sessions v

Users with Excellent UX

w 223
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Users with Poor UX
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777 (96.04%) 3826 (94.91%)

Users with Connected HDX Sessions Connected HDX Sessions
809 Total Unigue Users v 4031 Total Sessions A~
Total Sessions 4031
User Experience (UX) @ HDX Sessions 3919 (97.22%)
) Connected HDX Sessions 3826 (94.91%)
HDX Sessions (Connected at some point during the selected time interval)
Disconnected HDX Sessions 03 (2.31%)
In last 1 month - 7 7 7 (Disconnected throughout the selected time interval)
i {218%) ,
Total users : RDP Sessions 88 (2.18%) 3.64%
Console Sessions 122 (3.03%)

Jot Categorized
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In last 1 month: 777 A15 223
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Session Logon Duration @
HDX Sessions
Inlast1day: 92 2
Total Logons 65.22% 25% 217% 761%
Excellent Sessions Fair Sessions Poor Sessions Mot Categorized
® 95.56%
DELIVERY GROUPS SITE TOTAL LOGONS LOGON PERFORMANCE EXCELLENT SESSIONS FAIR SESSIONS POOR SESSIONS =
CWA CORE cloudxdsite a0 . 57 21 2
Remote PC-Londen LA cloudxdsite 3 1 1 o
CWVA CORE JPMN cloudxdsite 3 2 1 0
Remote PC-Miami LAB  cloudxdsite 1 0 o 0
Remote PC-Singapore  cloudxdsite 2 0 o 0
See More Delivery Groups
o=
= Excellent Sessions Fair Sessions @ Poor Sessions
Thresholds lest calibrated on: Oct 14th. 2022, 08:12 PM IST (UTC+05:30)
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Delivery Group Time Filter

E{gp All Delivery Groups SN 2 hours 7

@ Faster Response (Default)
Uses data set sampling to give faster results with less than ~1% deviation.

Higher Precision
Uses the complete data set for maximum precision.

Mote: This selection will reset to default on page refresh.
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May 18th, 2021, 01:18 PM to May 19th, 2021, 01:18 PM IST (U™~ =™ me from May 7th, 2021, 01:18 PM to May 20th, 2021, 0118 PM IST

Downtime: Osecs  Delivery Group: mcs6 Site: cloudxdsite

Machine Performance

0 g O Shutdown
O Force Restart
CPU Peak 2;?‘:‘"?” cru . O Force Shutdown
0 Composite Actions (D
63% 0]

O Maintenance On » Send Message » LogOff b Restart » Maintenance Off

Memory Peak Sustained Memory
Spikes O Maintenance On »- Send Message » LogOff » Force Restart » Maintenance Off

User Session Performance
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b. Y NICOJ14 Y LTVWBARIARTDA—H—ICBEFHEEX vE—S%FXELF T,
c. 300DEA LTI REFTOHN. IRTOA—H—HIHOTFT7T230EFEFET,
d. ¥ oz=BkEsl 7,
e. IVVHEAVTFIURAATE—RICBEL 7,
« XVTFURFY > Xyt —TRE>OJF T > BEIBEE >> XV TFFURFT
a YIOVEXVTFIVRAAVE—RICEBEIL X,
b. YCO714 Y LTVWARIARTDIA—H—ICBEFHEEX vE—%FXELF T,
Cc. 300DEALT I REFON IRTODA—HY—HOTFTT520%FE%ET,
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e. XU VERAYTFHIVRFTE-RICBEL X T,
7O arDEFENBIAT—RRALBLDRAT Y TDRAT—RRIF. Foar )Y IDTICK
TENE,
723 > AT —A X(len-uslcitrix-analytics/media/pa-composite-status.png)
WEMA R I DANILRAF TV D

Performance Analyticsh*5 X > U IZW L TWEMANIIL A F T v I % RTTIT £9, Workspace
Environment Management™ (WEM) (. AIRERRD ZREDI—HF—IT IV ARUIVZADEHICT
20 by TR RELTZDICKIDA——RIEETEY—IL T,

€ Machine: CVAD-10071 ® <
oct5in, 202,067 M 0 Ot 61, 2022, 0637 PM ST (LTC+0530) o
et

WEM #2YJ >ALRAFIVI 702arFRLET, COT772arviE. WEM ISR A
WRAFzwI ROV TR EREFTLT I VOAARICET3RERZEEL Y. DOEEIE.
Performance Analytics I C. Y>> DEM. i, £7IER) S —ICEBT 3 —BNaTS &
DORARERZEGEICRET DDICRILEF T,

WEM 75T RANILZAFIVI 7O a>DEEMNBIAT—RANKRRTENET, RTVT A
EBICRITEIND L. LR—FADUYIDRKRRINET, COVYIZIU YU TBHE. WEM
VIIRANILAFIVIDERE, ENOZEBIETZOHICKETTETZAREMEDODHZ 7> 3>
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WEM Health Check Report =

Jul 18¢h, 2022, 07-21 PM IST (UTC+05:30)

Details Raw Data

Machirs Namg
CWAD-100261

Machine Tvpe

VDA

Extandad Data

ISSUE F%

@ YDA software installation status
The Virteal Delivery Agent saftware installaton on the Tollowiny

achine|=) 12 not funchomng correctly: This i2sue can
sion an tha maching i

ir if tha saftwars was not installad carractly or does not support tha currant 0S5 va
-“[Pazzad]* The VDA installation image path exists - [Pazzed]™ Tha YDA installation ey registry axists

@ vDA demain memberstp verdication
The domain membership of the followng VDWs) cannot be confirmed: Thi e can poour iF* The WO did not jain the
domain corractly. * DMNS name resalution might nat ba warking. * Tha domain controllar can't ba reachad. * Thare is no trust
relationship between the VDA and the domain controller. * A restart is required for the VDA due to Windows Update.
WA rmest b joined successfull hae dar =a the WOA can regester with the Sibe. If Che VDA t register with
the Site. usars cannot access the spplications and dasktops that the VDA hos ‘Wi varifiad:** -**[Passed]** The Local
DMS name has been sat.-~[Fazzad]™ The Computer Domeain and Role hes been sat.

':; WD cammunication poris availabalily
TGP port & is unavailabla and in uss by OccupyProcassas. This part is raquired for Brokerfgant awa_ If this port i5 hlockad
or inuze by anather application, the VD& cannot register with the Site If this happens, usars might not be abls o log on
and aecass her & cabions and deskiops

° Citrix Desktop Sarvice status
The Citrix Dasktop sarvice is not running. proparly installed, ragistared an the machine, or the sarvice permissians might
not e set correctly. Thes msee canoccur if the service 18 not started or the system Event Log has treces of service related
es. If the: Citrix Desktop Servic g tha VDA can’t register with tha Site, preventing users from
eccassing their spplizations end daskrops. ““Wa verified:** -**[Pazsed]™ ALl VDA services sra running. - [ Passed]™ The
Event Log doesn't CONLAING efros or warmings.

is not prasent ar runn

8 Windows Firewall configuration
Part BlockParts blocked by firewsll. The following Windows Firewall rulss ara not anablad on the WD * Inbound agant
connactions on TCP poart 80 * Outbound Broker connections on TCP port 80 (defaulth <bre

@ VDA communication slatus with Delivery Conlrollers To resolve ths issue, see [CTX227380]
Tha fallowing VM=) can't caommunicata with tha Dalieary Cantrollers in tha Site: This issus can occur it * Thers are (hittpscsupport.atriccomanticle CTR227388)
network issues prevwanting communication between the VDA and Delivery Controllers. * The VDA or Delivary Controllers
have inconrect DNS settings * Actve Direciory OU-basad discovery of Delvery Contrellers s nod configured o
Dialivery Controllar host names in the ListOFDDCs do not resalve correctly. * O
ListQOfiDDCs and the Windows Hosts file are incorract aor messpelied. * The Delivery Controliers are not reachable on
configured ports. <bir=The YDA must be able 1 communicate with the Delivery Contrallers so the YDA can regrster with the
Site. IF the VDA can’t rey rwith the Site, users o the applicat hat the VDA hos
verified* - **[Pasgadl™ DDC connaction by regestry sattings

=

WEM XX 71F. WEMADTILT7 IR BNREREZF OV IV REBEICRLTEY
LC@O'CU??O

WEM # X T NI)LRF v 7 DFFMICDULWTIE. Workspace Environment Management R
FaXbD RVVTMEENTIEZRT OESEEBRLTIIEEL,
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NAFRTIKRAB|DXA NI v

A—H—TIZARVIVIAZA Y2 aR— R EUXERR—TITlE. HEDER KX /I3 T TERICE
LT, A—H—tyParyhEBR. BE. FLIEFFROATIVICHEINAZVGEENHD X
T, THIC. UXERCEILTH—EXTIE. BIEDFRATETAD olch FTEX MU v IHNE
EDT—7 7O0—|EATERVWCECZIRT N/AEZIFE DA NI Y INEETIHEENHD X

ER

ChE. HmOsHAICET 2MEY Ry MU —JEROBBEDNRRTRET 3RaMLH D F
To THIC. HEDKREDHEBEPKEFBRICED. EHDESNLBVSEELHD X T,

d1——tv>arhagBehiaVWER

Delivery Group Time Filter

ted HDX Sessions All Delivery Groups v 2hours g

218 Total Sessions

O Insights @ »
User Experience (UX) @ rs
HDX Sessions .

le Machines (@
Availabilty
In last 2 hours 1 03 N1 N1 8 72 7 failures caused by Tmachine
Total users 24.27% 16.5% T77% 51.46%
Users with Excellent UX Users with Fair UX Users with Poor UX Not Categorized

@  MNoZombie Sessions were detected. D

User classifi i on B ce @
- n . @ No Communication Errors were detected (D)

o x e
41.70)

A—HF—TOZARVIVRety S aVinBEMEDER T, KROEBEODHEOTICHZ EHMERS ) >V
I O)wIFTBRe FEDIA—H -ty g ohoETNAVWELEBRARTEINE T,
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Users Not Categorized

Users were not categorized due to one or more of the following reasons:

REASOM ACTION

EUEM service not active Check service status 3
Unsupported CWA version Check CWA version (3
Unsupported VDA version Check VDA version 3
UPM service not active Check service status 3

For more information on other reasons, click Learn more.

« EUEMY —E BT I T+ TTHLV: UXZROFZHFAREEICAD. I—H—28EMThbnd ik
HICIE. Citrix EUEMT —E XD A Y X b—ILEh, RITTNTVWBRENHD £, EUEM
P—EXW T T4 TTHRWVEEDOY—EXXT—RAZER) > 713 CORFaXIED
Citrix EUEM# & U'Citrix Profile Managementty —E ZDREREE /> a VICBEHL XY, Dt
22 avIlid. Citix EUEMYF —EZXDERITENTVWARVWT TV EIUVTRY by TRIEROD
IO VERET BHICRTTESPowerShell I— RAEENTVET,

« UPMY—EZXBTI T4 TTHL: UXXOATHHFAERREICRD, 2—H—0EHMThh3 7o)
ICI&. Citrix Profile Managementtf —E XD A VX =)L, EITINTVWIRELRHD £
¥o UPMTF—EZXBT I T4 TTRWMBEDY—ERXRT—RAZHEB) VU3 CORFa
X > kD Citrix EUEM& & U'Citrix Profile Managementth—E X DRt I > 3 VICBEIL £
I, DU 3 ICIE. Citrix Performance Managementtr —E ZDQARITEINTUVWERWT
VELUVTRI by TRIBADOY S VZRET B 1HICRERITTE BPowerShell I— RAZFN
TWEY,

e YR—FINTULEVLCWAN—3Y: CWANR—T 3 V% BEER!) > 27 1&. Citrix Analytics for
PerformancefBEIZ M E A Citrix Workspace 77 71) DR/NN— 3 V% —ERR 9§ B Citrix
Workspace7 U N—=3 > b w O RICBEILE T,

o« HAR—FETNTVLWEWVWDAN—I 3 >: VDAN—T a3 V&SR > 1. Citrix Analytics for
Performancef(BED1=®HICT T > ETEITINTWVWBHEHH B Citrix Virtual Apps and
DesktopsDE/N\N—2 3 & —BFRRY BCitrix VDAN—I 3 X MU w I RICBHL £,

Yy aVIGEEDOERAT. €Y a v ORDBEODEOTICH35HMERD ) V020 vy
TRL ROLSHBEENARTINE T,
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Sessions Not Categorized

Sessions were not categorized due to one or more of the following reasons:

REASON ACTION

Session duration = 5 min View sessions
Unsupported CWA version Check CWA version &3
Unsupported VDA version Check VDA version 3
EUEM service not active Check service status 3

For more information on other reasons, click Learn more.
Ty a AR ETNBVELRIERDIDE. 5AKRFBEDEWNVE Y 3 > Tid. DEOER LS
ICARTTREDNT # =X VAXA I Y IDEBFEINBZVWIETY, Ly a>YORRI>I%Z20
Vw9 3L. 5aRmDEyarve—BRRIZEy a2 /I -—ERE2-HDHER
T, Ty alhinBEThAaVneoMOERE LTIE. Y R— N TULARWVLCWAN—2 3 2,
HPR—bEETNTVWARULWDAN—Y 32 BLUVEUEMY —E XN T I T4 T TRV EHEIFSN
=

s,

x.

s RBLty>a>DIARTOX I v IIEINAL LTRIENE T,

« Connection lease Z L TIRBIS NI IARTDOEY > 3 Vid. ICA®RRTT HLVO5 A
VHAEX Ry ODFATERWVW0. RPT|TI,

Performance Analytics # v > a7/ R—RBELUVRVILE T Y EORFEDIEENZE G L X2
ROBLRZEBRZUTICHBELEY,

IVRRAVEMARM) Y IDRNAEZRTT DEH

T—RORAMIL. Citrix Virtual Apps and Desktops™ RIEZ RBEICHNT T B THDICEETT, 15
Fiv ISPy WiFiB#E. XIL—=T Y hREDIVRRAY X M) wIld, £y a YT IRV
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VADETZE M) 7= T BDICRILDEERIBIZET Y, BYIARTHREGFNEIZINTUVRVEG
B IVRRAY XM Y IEHRZELTVLSHEEEEDLH D £ 95

A—HF—TIZARVIVREA Yy aR—RICIE BETEBEICIVFRA Y EX MUy IHREL
TWBtEy a3 OBzRTIBNFT—HEENTLET,

Q_ Type User or Machine name Advanced Search Settings Help
Users Infrastructure  Reports (Preview)  Alert Policies

A\ Keymetrics are missing for 108 sessions in the last 7 days and appear as N/A. Know more X

HBILY 3oy Group Time Filter

[y B AuDeiveryGows s 2hours v

212 Total Unia

User Experience (UX) ®

w2 3 7 s T 820k hole Machines ©
2278% 1646% 886% 519% °
Userswith Excellent X~ UserswithFairUX  UserswithPoor UX ot Categorized

BEES v LET, BHOMICMEEBATELOICRITTEBZ 7/ a v Ea0E—4
Ry I ANERINET, F—RABYTAIAVEI Uy I LTE—FLERRIBLHTEE
¥

by3machines

Possible Reasons for Missing Key Metrics p 4

@ Endpoint telemetry such as Location, ISP, WiFi Signal Strength, and Throughput help in better triaging issues
related to poor session experience.

75 sessions are missing endpoint telemetry.
Ensure that all StoreFront servers are onboarded, have data processing turned on, and the Citrix URLs are
whitelisted from the endpoints. Learn more =7

Review StoreFront Data Sources ( Sessions missing endpoint data )

46 sessions launched from 37 endpoints run incompatible Citrix Workspace app versions.
Update the Citrix Workspace app versions on the endpoints.

( Sessions missing endpoint data ) View the Citrix Workspace app version matrix 7

100 sessions are missing telemetry as the endpoints run unsupported OS Platforms.
Some endpoint telemetry are supported on limited OS versions. We are working towards widening our

Note: Metrics that continue to show N/A values are outside the purview of this check.

e IVRRAVFTFLARMIDNKETZERIEBRHDLIDIE. StoreFront™ OF VR—F 4 > T
9, StoreFront IFIEL K A YR—FT 0 > F N, T—2UIEBHAEMICHK D, BYIRURLHA AT
AR RNMIEBHFBINTULWIRELHD 9, StoreFront +—XY —ADRERE= I ) wId
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% . Workspace App T — ZUE ICKHER StoreFront 7 > R—F« > 7O R EERT S
T—=RY —AR—=JIIHEHL £, Citrix Workspace™ |gF V7 R—T 1 VI ZzpBL LEtE
ho ZVRRAVMT—EBRELTWEEYS 3% ) v T %L, StoreFront DF >
R=—Ta VD REEEXIIEELBRVEDICIVRRA VY M XNy IDRRELTVWS Y
PavOURMZECEY I VEILTH—ERE2—DPHTET,

s HR—FINTVRWVWOST S W b7 +—LFITEEM D% L\Citrix Workspace 77 1) /N —
TaVERFTLTVWAIY RETY M SEBESNEY S 3V TR IVRRAY FFLX
FUBRIBTE A, IV RECY FF—RRBELTVBEYSaYEI v ITH Y,
BFEDEHTIVRRAVETLARMIATELTWSREY 3D YR 2B EYI I Y
TILTH—ERE2—PHEET, FMICOVLTIE. BEETYR— TN TWVSZ0S/N—
T3 e wERWorkspace 77 TUN—2 3> —EBRRTZN—23 I M)y I XZzBRL
TLIET LY,

NAEDEHZFHFLCHATZYV—ILEY DN €y a EILTHF—EREa—TUTOIVR
RAYPBEEX M) w7 LTHIARRICAED F LT,

» Workspace 7 7UN—2 3>

« T RRA Y ME (REEER)

o IV RRAY T (RAEELAD)

e TVRMKRAY NI VURE (PI5)

ITYRARAY MRIL—=TFy R (PI5)
e TV RARAY ML=y R (PI5)

ISP (f >R —Fw hH—EZX7ONAH—)

NAt )L 7% —E XY —)L & > k(/en-us/citrix-analytics/media/pa-data-quality-tooltip.png)
NEDX R Y IDNAEICIE. StoreFrontDF Y R—F 4 Y IHELL RV, £higHR—k
TNTUVARWVWOST S Y b7 #—LPE#MED A \L\Citrix Workspace 7 1) DN—2 3 V& EITL
TWABIYRARAY D SEEISNI-EY a3 VAERC LT, Y—ILEY FARREINE T,
Tyl a OEILTH—ERE2—THRAFTERX M)y IOFEMICOVWTIE. Tty a>o
TILTH—EREa—) ZBRLTLZTL,
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.j.—-lf—\ -j-—-lf—IaZ/\o U I\/ZZ -1 7\ t “J‘) = | \/Z
A7 EINTULEEA

BRLEBEICEYy Y a VISR E-Idty >y a>vOd 4 VEROERBIEEDFIETIT A LG
&, A—t%— A—H4—ITIVIARYIVIRRA7. Ly a>YRAT7HRPEINLEVW EArHD F
ER

ICARTTHN/A, LUty 3 VIEEUIEIhTVLE

TA

ICARTTAN/ATH B L. Ty a VISBFEICOWTE Y 3 YA BRENEEA. Chid. XD

HBRTREITDAEEDNDD T,

« TV RARAYFOSHHTMLE X /ZIFIOSOWLWTNAZEITL TS,

- Ty a VR YITRETH B,

s Lyl arhBEERINTWLS,

« Ly a YAHDX™ IO ML TRITINTULARL,

« Citrix Profile Managementh' =17 T 1T UL ALY,

« IV RIA-Y-—IT IRV ITVRER (EUEM) Y —ERBRITEINTHE 5. WETBZKRY
PRI UICEEINTUVEE A

« 2w 3 >UHCitrix Gateway/N\—2 3 V12 1UEE N L TEFE SN TH 59 Citrix Analytics for
Performance TR TN TV EE A, SEMICDOWVWTIE. lGatewayT—42Y—X1 #BBLT
<FEEEL,

e LW ar HANSAPTEMICH>TULWEWLWI I U sREINTULED,

w3 hH L LICGP (Common Gateway Protocol) w3 > TliEH D £H A

AOJ#F YR DEIN TV EEA

e LwI g AHDXZOMRIITEITINTUVEE A

« O 7 VHEARICIE. Citrix Profile Managementh’'¥ > Y TEITINTVWBIHRENH D £7,
Citrix Profile Managementld. ¥ >ARY MIESWTOJ A VEBE%ZEHEL. TNEEZ
R—H—ERIZEmELFT, VUE—FPCTI/EREBHENIEFEEL. X227y I L—FH
RELRHZEIE. Profile Managementd > 7R—= > k (Citrix Profile Managementds & U Citrix
Profile Management WMIZZ 41 >) ZEBICBRATE XY, FFMICOVWTIE. 7O T
E—FPCTIERIIVOBRE STV a—Ta 271 ZBRLTIETL,
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GPO ZH%&L

TJIN—=TRI S —FREMREY S THERIIEEMILE>TLERE A

ZO770)L0—R ZYHAL
« Citrix Profile Managementh' ¥ > > TRITINTUVEE Ao

« Y VHCitrix Virtual Apps and Desktops/N\— 3 V1912 TERITINTUVEH Ao

VMitCE) &AL

CORAEIF. BREEEINLIYD Ay a3 VEFFRICHIBEINIIZEICOAFARIET I,

OJA>XR0VF N &ZYEL
Q7> Tty arBICBRINTULWEE A,

AFdvfsnTuiRVLESEROIS Y
e YUIUNMEERINTULEEA

e Y —Z20BEEHINRETIEHL. Ty gy IRV IAEVNI—H—,

BT C ISPHFI B AT

o« TV RARAY RHHWN— 3 > DCitrix Workspace 7 1) TRITINTWE T, Citrix

Analytics for Performancet&aE |Z 4 7 Citrix Workspace 7 71 D&/NN—2 3 DWW T
['Citrix Workspace 7 7UDN—=3 > b w IR ZBRBRLTLLIEEIL,

« Ly a YOREIIKRETT,

« URL https://locus.analytics.cloud.com/api/locateip Y DBEX A LT T MHFEE
LF L7

o IPHEREINTULARVATBEEDL DD 75

« IV RKRA> ;T URDSendPubliclPAddressL X MUY MUDS IPT7 KL XDEEE
BEICTBELSICRESNTLET,

o 7L = ZSiteBBID StoreFrontt) — /X —H'Citrix Analytics TR SN TWEH A, FFICD

WTIE. lStoreFront% &R L T Virtual Apps and Desktopsttf k& 4 > R— KR 93] 28
LTLEEL,
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Workspace 7 7 DN— a3V £TIET Y RARA > hosH
FAART]

« T RRA > kHCitrix Workspace 77 7 1) for Windows/N\—< 3 V1912 & BT L TL
Ao

e LwI g AHDXZOMIITEITINTUVEE A
e i avhkBLELT

53 7 de WA LA B

T > RRA > kHCitrix Workspace 7 1) for Windows /A\—< 3> 20.12.0 LU FEZ T LTV EE
Ao

XY RT—=0A =T =R T ZHBL
I RRA > kHiCitrix Workspace 7 1) for Windows /N\—< 3 > 2105 LEERITL TV EHE
AJO

FHESLURY FT—TBEX M) v ZEHABL
< > > HCitrix Virtual Apps and Desktops 7 2112 W% R1TL TV EH Ao

AnalyticsEHVDAT—ANER) O —DBI P D THAICRESIN TV E A, Chidk. BERY—E
ADEIHIEBIERA R E DI VEEDN T A=V AX M) IR IINET B T-HDICHBET
To FFMICDOWVWTIE. TAnalytics T —RWNER) > —1 Z2BBL T TV,

IVRRAVERY NT—OX M) WO BEAL
T RRA > khiCitrix Workspace 77 7 1) for Windows /N\—0 3> 2108 LIEHXRITLTULWEHE
Ao

Gateway—EXB LV ARI X ZEHEL

Gateway—EXB LV ORI EZDA M) v Uld. Gatewayh—ER GEZ>77—) LUV
Rendezvous 1 TDHAFR—EINTULET,

BEICESLWTa9EINnNTLW ARV Y

RIUVIFRDIGEICHETNBEWVGEDHD £,
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c XVUHT vy MR RER TIFKRBIRETH B,

e XPVTIY—=RT—EHHATETEEA. YV TV —RERRU S —DEHICHE>TL
BEERRBLTSRETV, FMICOVWTIE. TV -XEROBML) 25BLTLES
Lo

Citrix EUEM & & U Citrix Profile Management —E X
FIwvy

RDPowerShell 27 1) 77 k%3217 L T. Apps and DesktopsEriE TCitrix EUEME & TrCitrix Profile
Managementtt —E ZBEITINTVWERVWIS UV EBELE T, Y —EXFTvIXRI)ThER
793IciE. ROFIEZERITLE T,

1. 757 REEBODOHBEIZCloud ConnectoriZ. # > 7L = REIBDIHEIEDelivery Controller™|(Z
ROPtwvI3>ZRMImLE Y,

2. XOY—ERXF v PPowerShell 7)) 7 raETLEd, TDRXY') S ~%Cloud
ConnectorCE{T9d . X7 MIOTA Y L TEREEBEIRTZ1-0ODRY TT7 v T o+
VROERRLED,

ATV TME RV TREHRERIL T #INA—I200HENT 7L ZERLE T,

« upmnotrunning.txtid. Citrix Profile Managementh* 273N TULWAHRWVWI VD) X R EIEEL
7,

« EUEMnotrunning.txtid. EUEMHY—EXDEITEINTVLARWVWIS YD) X M EIBELEF T,

add-pssnapin citrix*

#for more filter : https://developer-docs.citrix.com/projects/delivery-
controller-sdk/en/latest/Broker/Get-BrokerMachine/

$dgList = @('All') #Add the delivery group names here

#Get list of machine in that environment

if($dgList[0] -eq 'All')
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{
$machinelList = Get-BrokerMachine

}
else
{

for($i=0; $i -1t $dgList.Length; $i++)

{

$machinelList += Get-BrokerMachine -DeliveryGroupName $dgList[$i]

}

}

$upmNotRunning = [System.Collections.ArrayList] @()

$euemNotRunning = [System.Collections.ArrayList] @()

#Check for UPM and EUEM service status in machine

for($i=0; $i -1t $machinelList.Length; $i++)

Write-Host("Machine Name : " + $machineList[$i].DNSName)

#UPM Service check
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$upm = Get-Service ctxProfile -ComputerName
$machinelList[$i].DNSName -ErrorVariable getServiceErrorUpm -ErrorAction
SilentlyContinue

if ($getServiceErrorUpm.Count -gt 0 -and ($getServiceErrorUpm |
foreach {$_.FullyQualifiedErrorId -like "*NoServiceFoundForGivenName*"}))

Write-Warning "There is no service named UPM in
$machineList[$i].DNSName"

$upmNotRunning.Add($machineList[$i].DNSName)
elseif ($getServiceErrorUpm.Count -gt Q)

Write-Warning("Exception on $machineList[$i].DNSName
$getServiceErroruUpm")

else
if ( -Not('Running' -eq $upm.Status))

Write-Host("UPM service not running on
$machineList[$i].DNSName")

$upmNotRunning.Add($machineList[$i].DNSName)
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#EUEM Service check

$euem = Get-Service 'Citrix EUEM' -ComputerName
$machineList[$i] .DNSName -ErrorVariable getServiceErrorEuem -ErrorAction
SilentlyContinue

if ($getServiceErrorEuem.count -gt © -and ($getServiceErrorEuem |
foreach {$_.FullyQualifiedErrorId -like "*NoServiceFoundForGivenName*"}))

Write-Warning "There is no service named Citrix EUEM in
$machineList[$i].DNSName"

$euemNotRunning.Add($machineList[$i].DNSName)

elseif ($getServiceErrorEuem -gt 0)

Write-Warning("Exception on $machineList[$i].DNSName
$getServiceErrorEuem")

else

if (-Not('Running' -eq $euem.Status))

Write-Host("EUEM service not running on
$machineList[$i].DNSName")
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$euemNotRunning.Add($machineList[$i].DNSName)

# Add the list of machines not having UPM or EUEM services running to a
file

Out-File -FilePath .\UpmNotRunning.txt -InputObject $upmNotRunning
-Encoding ASCII -width 100

Out-File -FilePath .\EuemNotRunning.txt -InputObject $euemNotRunning
-Encoding ASCII -width 100
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O Insights (i) >

£y Back to Insights Summary

ﬁ Zombie Sessions (i)

Affect Session Availability

& failures across 2 machines

View machines

Patterns Detected

* 5 failures on cloudxdsite Site

+ 3 sessions on ENG-WIN10-OLYMPUS-AMER1
Delivery Group

Recommendation

+ Log off users/Reboot machines
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“ List of Machines with Zombie Sessions
Filte
Sile Nanie) Type Query e.g. Machine-OS = "Windows 10" AND Last-Known-State = "Registered" w
Delivery Grot V|
Timeline Details
DATA Export to CSV format | Add or Remove Columns
USER NAME LAST KNOWN STATE DELIVERY GROUP LAST FAILURE TIME FALURE COUNT e Lure
> ZOMBIE\ENG-WIN1O-OLYMP. User? Registered ENG-WIN10-OLYMPUS-AMER1  Apr 7, 2022, 18:20 IST (UTC +. 3 No Capacity Available VDA is already in use
> ZOMBIE\ENG-WIN1O-OLYMP. Userf Registered ENG-WIN10-OLYMPUS-AMER Apr7.2022,18:20 ST (UTC +. 2 No Capacity Available VDA unavailable
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‘O Insights (i)

“—y Back to Insights Summary

‘C\ Overloaded Machines (i)

Affect Session Experience

1 machine impacted 1user

View machines

Patterns Detected

1 single-session OS machine,

1 machine had sustained Memory spikes.

IVVDRTEII)wvITRe. BEFOIVEAOIYS VI TH—EIR=JICURNEN
TULWBRBEFOII UHRTINET, BEFOIYI VIE. BRLEBERRICCNASDIS VT
RELI-HEMNEXEVBSLUCPURNTI IO EDBICU A REINE T,

“ List of Overloaded Machines

SiteName Type Query e.8. Machine-0S = "Windows 10" AND Last-Known-State = "Registered" m

Machine 0S Type

Timeline Details

oAA L Exportto CSVformat | Addor

> ENGra-s19-cvad032 Windows 2019 Registered 0 8 BUR GVAD Dey

> CITRITEFFTLPPOEAD00GR! Windows 10

0 36 FTLENG App ing PRODO 1
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Insights (@)

Back to Insights Summary

More Session Failures (O
Affects Session Availability

15% more Session Failures than the 30-day
Baseline

Session Failures

23

@ 3 > than Baseline (20)
BREEBOt Y 3 VERBR—ZXT1

For the time frame, 12:45 PM-02:45 PM IST, during
the last 30 days

g
=1
]

P

08/25 O0B/30 09/4 09/9 09714 0919  09/24

Session Failures

» Baseline
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ELTREINE T,

Q- Insights @&

£ Back to Insights Summary

Fewer Sessions with Poor
gl Responsiveness @

@ Affects Session Responsiveness

than the 30-day Baseline

10
@ 11 < than Baseline (21)

52.38% less Sessions with Poor Responsiveness

Sessions with Poor Session Responsiveness

For the last 24 hours from 04:30 PM IST, during the

last 30 days
24
21
0a/28 0o/ 2 09 7 092 097 0g/22 00727
Sessions with Poor Session Responsiveness  Baseline
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Q Insights (O b))

1

[

Back o Irsights Sumemary

Anomalous Session Disconnects (L)
'_'a Alfects Session Resilliency

15.45% more Session Disconnacts than the 30-day
Bazeling

View Sessions

Session Disconnects

21,315

@ 2,B53 > than Baseline (18,462)

For the time frame, 11:45 AM -01:45 PM CST, during
the last 30 days

= Lo

18402

Seasion Disconnects 3 Basaline

BEEOL Y 3 NAIRN—IX S 21281 MIIE. ROBHRVRTEINET,
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7Z7—Fh

Performance Analyticsid. BIEENREZ TO7 071 JICERTEZLSICT7S— b 2ERLE
To 77— hME A —ITIOARVIVRAIHEZEZBPBADNBULLICEEICERINE T,

OCCURRENCE.

Overloar ded machines m 7nvz022
Machines with Zombie Sessions 17 42022

Session with Anomalous Latency 73 172072020

FMAFAERRI S —F. RTICRREINET, 77— MITT7AIIETERIZE>TED. I
WEFBHALTEMITEET, CirixCloud7 AT Y hADEBEBET7 /L AEZFLBVZEED

S, BREADT S — b X—LBREZEMCTEES, 77— b2E IV YT LT X—ILZEE
BUZAMERELE T, FMICOVTIE. TX—JLEE) X b OREFEBRLTLEIV,

T7o—bhX=)L%EZET SICIE. Citrix CloudD**** X — 2 —Hh S5 IR TORZEBICHLTA—ILE
MOZEEEMCTIBRERHD £9, FHICOVWTIE. NEHOEE) #8BLTLETL,

75— NEFHID Webhook 7 R— b+

Performance Analyticsh* 5. Slack. JIRAZ: & DEEDWebhook!) R F—IC7 5 — M@ Z RBT
TET, CNUTKD. IVE—TSAADEERKIE. 1227V hOBENSIO—XEXTDT
AO—%zB&k L. Performance Analytics® 7 5 — MEBHICIGL TT -0 7 O—ZE@HEICHETE
79,

Webhook 707 7 1 JLDIERRICDWTIE. WebhookZ7O7 71 )LDIERKI #EBBLTLET
LYo

WebhookR—ZX D7 5 — MBI Z KT SICIE -
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https://docs.citrix.com/ja-jp/citrix-analytics/alert-settings/email-distribution-lists.html
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Modify Alert

HAME

Black hole machines

IF THE FOLLOWING CONDITION IS MET

THEN [0 THE FOLLOWING

Nuotify Webhook AV

Configure Webhook

Salsct Webhook Profile

Select Webhook A

Create Webhook Profile [5

Mezsags Body
Inciuds SFormat_Alert_Msg o get & formatted alert message

A

alidate that the Webhook URL, the meszage format. end the header
datails are cormect and your server is proparty configured, If the test
succesds, you should receive the meszage on your Webhook URL

Creator: system

2. Webhook T T 2R —%2 0w I LET,

3. R=UHREETET, ROy TATVIIET, BECHLC T £l ZFRLE T,

4. WebhookZ7O 7 71 ILHAT TICER SN TWBIBEIE. ROV FEI V)X MDSIELL
WebhookZ 3 #ER L £ 95,

5. TFAMRYIRIZ. Ny IIVRIZRESINTVWSTYFL—MEINEXFIZELEE
DT7Z— b X yt—2%EE T 27-HIC. $Format_Alert_Msg XFFNEESHET, 78 X
IE. SlackiC 77— r Xyt —C %X EFETBICIE. COERZFERTEET,
{"text":"$Format_Alert_Msg" } .
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RE-ALERT PREFERENCE

@) cnadled

‘When enabled, re-alerts are generated:
= if machines remain in Black hole state for longer than 24 Hrs OR
« If the number of Black hole machines are doubled.

THEN DO THE FOLLOWING
Notify Webhook o
Configure Webhook
Webhook Detail: Y
Select Webhook Profile ebhook Uetalls
METHOD BOST
test_auto_name_ L

WEEBHOOK URL hitps://haoks sleck comizervicas/l

Creste Webhook Profile =7
Headers

Message Body content-type applicetion/json

Include $Format_Alert_Msg to get a formatted slert message CAS_tast_auto ui_ AUt

Mtext" SFormat_Alert_Msg'}

)
Walid Webhook URL. the message format. and the header
deta and your server is properly configured. If the test
BUC |d receive the message on your Webhook URL v

Test Webhook

PI—FAXA=ILDCSVR{T T 71 I
T2y IR—III 2 BERIYI V. VYEELY S a3 VD75 — M X—=)LICIE. EEZRITS
Rty avIiCBT3BEREZICCSVRI T 7IILAZENTVET, HIT 71ILICIE
UFOT—2haENTUVET,
ISP Z 2
#1 hID
HhEOT%
TUN) =TI —T%
KM (ZETIHE. KBRLIEII Y ERIEEYy > 3 >0,

Z— ; X—=ILDCSVAHT T 71 )LIE. Citrix Analytics for PerformancelC A0 # > 9% Z &7
K. BEOHZY ety arzEHETDIDIKRILGE T, chilLkD. BEDILERLRERR
ZHEIEIIERBEICFTY bZER L TEET B 1CODOEIMENA TSV ZHIITETET,
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73— rOREHOSTINV—TIN—TZBENTS

75— hMBRHIOZRENSHEATETIUN)—JIL—TZIEETESLIICBD F LT KEAD
TUNIY=TII=TT XA MENTHERENTIUN) =TI -T2 75— 7Ot N 5HIFR
TEET, TINV=ITN—TZ2HRATBET. 75— rOEFzERL. 75— bOEERZ
MEETEZIENTEET,

— O — .
TPoI—FRNTA=BA—DHAXARAILMT X

T7o—hrRUS—F. TTAILEDINTA—F—ETEHICHEBREINTUVET, 77— rNTX—
A—2ETELT. REICLEDEEMEDOEVWEDICTZZENTEET,

T7o—bhRUS—=% 70w LT P5—FDEEI4 R DERATET, VAMEINTUVLSBN

IX—E—DEZRRICEDETEELI T, TDROT7 Z7— bBHIF. DAZLFHICEDW
TERETNE T,

MAME

Overloaded machines

IF THE FOLLOWING CONDITION IS MET (** Reset conditions to default
Machines: CPU Utilization is Greater than 80 %

Impacts the Insights
oR

Machines: Memory Consumption is = Greater than 80 %

Impacts the Insights
AND

Machines: Impacted is = Greater than |:|

RE-ALERT PREFERENCE

m Enabled

When enabled, re-alerts are generated avery hour for multi-session and every day for single-session machines:
s |f at least one poor session exists AND
« CPU Utilization OR Memory Consumption = 80%

E:TI—MNFA—REBHITDHE. UXH Y ah—REDOWET 21001 FOFED
TEINET,
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B7 27— R—FSINTVWBET75—bTId B7 57— bREZFIWEIBZcHTEE
To BV - FREVBRICKRESNTED. BY 57— bPRETERESNIREI MY B
e, 77— hBAINBRXREINTT,

NAZIAXENIT 5— Ma. SEEOBAICL D EERAE <. BETHRICHETZ0IC
@i, FOFHOT1 TRERICBUT LD EEMAE RO T,
V2EREY S a2 EFOIIVICEHTSETS—

VYEEY S aYEFOII VDT S— X—)LIE. I57RBRTRIERNICY VEty S a Yz
DHLULWI S UHREBESNICEEICERTNE T,

Vet 3 eFH ORI VICETET7 - bORGZHARAEIIAITEET,

NAME

Machines with Zombie Sessions

IF THE FOLLOWING CONDITION IS MET

Machines: Impacted is  Greater than |:I

VIYELyI a3 ROV VOHE, VIELY I a3 UARRTRELcEY S 3 VEEDEHF
HEBECA—ILTS— bHEBEICXEINT T, X—IILAOHEIEIZ. BEISHEDHD T,

(* Reset conditions to default
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cifrix

Citrix Analytics for Performance
Machines with New Zombie
Sessions detected

0 Citrix Analytics for Performance has delecied machines with new zombie
semssion|s) between July 12 2023, 15:35:00 and July 12 2023, 15:50:00 UTC

Custorner Name
Organization 1D L}
Attention,

We have identified single-sessions 05 machines with abandoned
sessions resulting in failure of new session launches on these machines.
These session failures might degrade the user experience on your site.
Learn more

Pleass find the attachment for the list of affected machine details.

MACHINE WITH SESEON FAILLRE
ABANDOMED SEZZION

iew machines

Recommended action:

Log off users / Reboot machines Learn more

Regards,
Citrix Analytics team

¥ n f @ @

213021 Cilrix Systems, Inc. Al ight reserved.
4588 Gresnt Armerica Parosay, Santa Clara, GA S5054 LISA
“All trafemarks are the property of their respecie oaners
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BILYYTOBEY 77— i RYIOBRED S24EEU LR CHRESNcEY 3 VAR Y Y
VTR T 2HBBICOMTONE T, COTVS—rDB7S—FREZEMICTEZCETETFE
Ao
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NAME

Session with Anomalous Latency

IF THE FOLLOWING CONDITION IS MET (™ Reset conditions to default

Sessions: Responsiveness Baseline Deviation is = Greater than 40 %

AND

Sessions: Impacted is | Greater than |:I
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NAME

Sessions with Poor Responsiveness

IF THE FOLLOWING CONDITION IS MET (™ Reset conditions to default

Sessions: Responsiveness Baseline Deviation is  Greater than 30 %
Impacts the Insights

AND

Sessions: Impacted is  Greater than

RE-ALERT PREFERENCE

[ @EC:E:

When enabled, re-alerts are generated:
« if there are more Sessions with Poor Responsiveness than the 30-day Baseline for longer than 1 Hour.
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cifrix

Citrix Analytics for Performance
has detected more Sessions with
Poor Responsiveness

Wiew Labes] Irsights on Analylics

) Ciro Anasytics for Performance has detectsd more Sessions with Poor
Responsiveness from July 19 2023, 061500 1o July 19 2023, 06:30.00 UTC

356.94% mone Sessions wilh Poor Responsnenass than the 30-day
Baselne

Swiskons with Poor Responsiieness

4277

@ 1341 > Puan Basaling (505)

Foouf the last 2 hours from D615 UTC, during the List 30 days

Wi [abes] Insaghts on Analylics

Regands
Citrix Analytics for Performance team
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Sessions with Poor Logen Duration

IF THE FOLLOWING CONDITION IS MET C> Reset conditions to default

Sessions: Logon Duration Baseling Deviation is  Greater than 30 %
Impacts the Insights
AMD
Sessions: Impacted is Greater than
RE-ALERT PREFERENCE
[ QS

When enabled, re-alerts are generated:

« if there are more Sessions with Poor Logon Duration than the 30-day Baseline for longer than 1 Hour.
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Citrix Analytics for Performance
has detected more Sessions with
Poor Logon Duration

Wiew Labess] Iresaghts on Andlytacs
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Anomalous Session Disconnects

IF THE FOLLOWING CONDITION IS MET * Reset conditions to default

Sessions: Disconnects Baseline Deviation 15 | Greater than 30 %

mpacts the Insights
AND

Sessions: Impacted is  Greater than

RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:
s if there are more Session Disconnects than the 30-day Baseline for longer than 1 Hour.
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Citrix Analytics for Performance
has detected Anomalous Session
Disconnects

Viaw [abest Iraights on Anslytics
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Create Report
Select Template Refine Filters. Apply Visualization
Filters cor A
e Sessions N ‘ ‘ Last 1Day N ‘
Session Experience Launch-Status = "Succeeded” AND Session-Responsiveness > 0 *
s Session ¥a
Experience
Endpoint 05 2
oama
Workspace App Version
T USERNAME DELIVERY GROUP NAME ESSION START THE MAGHINE N 0POINTGITY LauNH sTATUS
— > ENT Mt Tenant MGH MVH MCL Dec 11,2022, 19:41 ST (UTC +0530) NA Succesded
S > ENT Multi Tenant MGH MVH MCL Dec 12, 2022, 1319 IST (UTC +0530) NIA Succeeded
‘Session Protocol > ENT Mult Tenant PHS Dec 11,2022, 1705 ST (UTG +0530) NA Succesded
Conection Type > ENT Mult Tenant PHS Dec 11,2022, 2215 IST (UTC +0530) NA Succesded
Launch Type > ENT Multi Tenant PHS. Dec 11,2022, 16:44 IST (UTC +0530) NA Succeeded
> ENT Mt Tenant BWHH Dec 11,2022, 2007 ST (UTC +0530) NA Succesded
> ENT Multi Tenant PHS. Dec 12, 2022, 03:10 IST (UTC +0530) NA Succeeded
> VDI Windows 10 Dec 12, 2022, 1315 1ST (UTC +0530) NA Succeeded
> ENT Mult Tenant PHS Dec 12,2022, 1410 ST (UTC +0530) NA Succesded
> ENT Mt Tenant MGH MVH MCL Dec 12,2022, 0515 IST (UTC +0530) NA Succesded
> ENT Mt Tenant BWHH Dec 11,2022, 18:57 ST (UTG +0530) NA Succesded
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Create Report

Recommended Visualization

i B o

Configure Visualization

Salect dimensions and metrics to creste your report
Dimension
| Time Period T |
Granularity
| Hiour LY |
Compare By
| Time R |

Time comperison only epplied to preset time periods (Last 2 Hrs, Lest 12 Hrs, etc) in Step 2

Compare With

Previous 5 time periods LY
Metric
| SESSIOM RESPONSIVEMESS R |

Summarization
[ avs v |

Sort and Order Results

Provide options for sorting end ordening wpto 1 options

Sort by

Time Period

Crder
Azcending

Set Limit{Optional)

Provide the masimum number of records to display on your report. For example: top 5, top 10, or top 20 data.
Enter Lirmit

All data
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Create Report [ < 9
Se Refine Filters Apply Visualization

ct Template

Visualization Definition
AVG (SESSION RESPONSIVENESS) over Time compared with Previous 5 time periods
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Save Report X

MName your repaort

Schedule email report
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This custom report is generated for the Sessions for the period 12th December 2022 7:29 PM -
13th December 2022 7:29 PM.

Query: Launch-Status = "Succeeded” AND Session-Responsiveness =0
Facets applied:

Visualization:  AVG (SESSI0ON RESPONSIVENESS) over Time compared with Previous 5 time periods
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